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timely response, and actions against potential threats by providing the key
areas in which the cybersecurity risk assessment model can be improved and
enhanced. For this, we propose the model of robust aggregation operators

based on bipolar complex intuitionistic fuzzy soft information, called the
bipolar complex intuitionistic fuzzy soft weighted averaging operator, bipolar
complex intuitionistic fuzzy soft order weighted averaging operator, bipolar
complex intuitionistic fuzzy soft weighted geometric operators, and bipolar
complex intuitionistic fuzzy soft order weighted geometric operators, with
some practical properties, called idempotency, monotonicity, and
boundedness. Further, we discuss the multi-attribute decision-making model
based on proposed operators for evaluating the enhancement of the
cybersecurity risk assessment techniques with a comprehensive approach.
Finally, we illustrate numerical examples based on decision-making
techniques for assessing the comparative analysis among the proposed
ranking values with existing ranking values to show the worth and verity of
the designed models.
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1. Introduction

Cybersecurity threats [1] are a great risk nowadays for every organization in this digital fast-paced
world. To stay ahead in the business these types of threats whether in the form of data breaches,
ransomware or advanced digital threats are making it difficult for organizations. As of these
continuously changing threats sophistication and increased frequency organizations need their risk
assessment models to become more robust, adaptable, and comprehensive to counter the data
breaches. To eliminate modern complexities of cybersecurity threats traditional approaches to
cybersecurity risk assessment are no longer useful [2]. There is a great need for organizations to
invest improve and enhance their cybersecurity risk assessment models by incorporating new
technologies, methodologies, and advanced strategies to effectively eliminate these risks. Input from

* Corresponding author.
E-mail address: zeeshanalinsr@gmail.com

https://doi.org/10.59543/jidmis.v2i.13475

287


http://www.jidmis.org.org/
https://doi.org/10.59543/jidmis.v2i.13475

Journal of Intelligent Decision Making and Information Science
Volume 2, (2025) 287-317

all departments of organizations is important for cybersecurity not just the IT department this trend
has to be changed because the IT department is only responsible for the cybersecurity, departmental
collaboration is very crucial for the optimal cybersecurity model so that all the potential threats are
monitored and eliminated on time [3]. For example, the factors by which a risk profile of an
organization can be influenced significantly include human factors such as awareness and behavioral
aspects of an employee. Cyber-attacks are more susceptible to weak passwords and weak security
practices. Regular awareness sessions amongst employees organized by the HR and training
department in the risk assessment model process can significantly reduce these human-based risks.
With the ever-changing nature of cyber threats, the adaptability and dynamics of a risk assessment
model should keep changing at a fast pace [4]. Emerging threats can quickly make a static risk
assessment model vulnerable because it was updated annually and became outdated quickly. For
organizations to have a more reliable and dynamic risk assessment model their risk profile should
evolve dynamically according to the updated data and emerging cyber threats. The relevance and
effectiveness of the organization’s risk assessment model can be improved by continuous and real-
time monitoring of cyber threats [5]. Al-based automated assessment models that incorporate data
in real-time from different sources can be really helpful for organizations to respond to and eliminate
new threats quickly as they emerge.

The decision-making model is a very classified and famous structure for the assessment of the best
preference among the collection of preferences based on some attributes. Decision-making
techniques have contained many reliable and dominant types, for instance, clustering analysis, image
segmentation, and multi-attribute decision-making (MADM) model, also used for the same
assessments, but with different criteria and features. Many individuals have utilized the technique of
the MADM tool based on classical information and due to these aspects, experts have lost a lot of
data because of limited and bounded options. From the structure of classical set theory, we observed
that they have just two options such as zero and one, but neither. In 1965, Zadeh [6] evaluated the
solution to the above problems for the first time in the form of fuzzy set (FS) theory, the FS theory
contained a function of truth degree, defined from any universe of discourse to unit interval. Further,
we also observed that the truth function or truth degree is not enough to deal with many real-life
problems, because the falsity degree or falsity function is also a very important part of genuine-life
problems, for this, Atanassov [7, 8] invented the theory of intuitionistic fuzzy set (IFS) theory, the
structure of IFS theory is defined with two different functions but with the same range, called the
function of truth degree and the function of falsity degree with a condition that is the sum of both
functions must be part of unit interval. Xiong et al. [9] designed the conditional aggregation
information based on type-2 fuzzy systems. Ali and Hila [10] developed the power operators based
on Aczel-Alsina norms for fuzzy 2-tuple linguistic information.

When a person wants to buy any type of software from a software shop, they need two types of data,
(i) name of the required software, and (ii) version of the required software. Without this information
our question is incomplete, this information can be described by complex numbers because the name
is represented by the real part, and the version is represented by the imaginary part. The main
guestion is what happens if we change the range of truth function to a complex number instead of a
real number? For this, Ramot et al. [11] designed the truth function in the form of a complex number
in the structure of complex fuzzy sets (CFSs), where the real and imaginary parts of the complex-
valued truth function are defined from any fixed set to unit interval. But still, there are some
problems like IFSs, the complex-valued truth function is not enough to cope with awkward and vague
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data, for this, Alkouri and Salleh [12] designed the structure of complex intuitionistic fuzzy sets
(CIFSs). The structure of CIFSs is very famous and reliable because they cope with two functions,
called the complex-valued truth function and the complex-valued falsity function with a condition
that the sum of the real part (imaginary part) of both functions must be part of the unit interval.
Mahmood et al. [13] evaluated the complex intuitionistic fuzzy rough set with application. Bisht et
al. [14] developed the novel measures for IFSs with entropy measures. Ali et al. [15] proposed the
Archimedean Heronian mean operators for CIFSs.

The technique of fuzzy information is a very prominent and flexible scenario because of the positive
truth function, but it is also very clear that every decision, option, and things have positive as well as
negative impacts, the fuzzy information has just talked about positive but ignored the negative one.
For this, Zhang [16] developed the theory of bipolar fuzzy sets (BFS) with two different functions with
two different ranges, called the positive truth function and the negative truth function with a range
[0, 1] and [-1, 0]. The positive truth function and negative truth functions are not enough to cope
with awkward and complex information, for this Mahmood and Rehman [17] proposed the theory of
bipolar complex fuzzy sets (BCFSs). The technique of BCFSs is very famous and dominant because of
their features, where the information in BCFSs is computed in the form of complex numbers, which
can easily deal with two-dimensional information in genuine-life problems.

Lee et al. [18] invented the model of bipolar-valued fuzzy information with interval-valued fuzzy and
intuitionistic fuzzy information. Molodtsov [19] developed the theory of soft sets (SSs) in 1999, with
a function defined from the set of parameters to the power set of the universal set. Abdullah et al.
[20] developed the bipolar fuzzy soft sets by combining the technique of BFSs with SSs to cope with
complex problems. Algaraleh et al. [21] designed the bipolar complex fuzzy soft sets by maxing the
technique of BFSs, and CFSs, with SSs for handling complicated and problematic information. Jana
and Pal [22] evaluate the bipolar intuitionistic fuzzy soft sets (BIFSS). Ali [23] developed the novel
technique of bipolar complex intuitionistic fuzzy soft (BCIFS) sets which is the modified version of all
existing techniques, already discussed in the previous literature review. The technique of BCIFSS is
very dominant and reliable in coping with vague and uncertain data in genuine-life problems. Xu [24]
developed the aggregation operators for IFSs. Xu and Yager [25] proposed the intuitionistic fuzzy
geometric operators. Arora and Garg [26] invented the intuitionistic fuzzy soft robust operators. Jana
et al. [27] designed the bipolar fuzzy soft robust operators. Ali and Yang [28] proposed the bipolar
complex fuzzy soft robust operators. Gwak et al. [29] explored the hybrid structure based on bipolar
complex fuzzy soft sets. Riaz and Tehrim [30] described the cubic bipolar fuzzy geometric operators.
The major contribution of this manuscript is described below:

1) To describe the cybersecurity risk assessment model’s accuracy, timely response, and actions
against potential threats by providing the key areas in which the cybersecurity risk assessment
model can be improved and enhanced.

2) To propose the model of robust aggregation operators based on BCIFS information, called the
BCIFS weighted averaging (BCIFSWA) operator, BCIFS order weighted averaging (BCIFSOWA)
operator, BCIFS weighted geometric (BCIFSWG) operators, and BCIFS order weighted
geometric (BCIFSOWG) operators, with some practical properties, called idempotency,
monotonicity, and boundedness.
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3) To discuss the multi-attribute decision-making (MADM) model based on proposed operators
for evaluating the enhancement of the cybersecurity risk assessment techniques with a
comprehensive approach.

4) To illustrate numerical examples based on decision-making techniques for assessing the
comparative analysis among the proposed ranking values with existing ranking values to show
the worth and verity of the designed models. The graphical abstract of the proposed theory
is mentioned in Figure 1.

To Propose Robust
Aggregation operators
for BCIFSs

N—r——"
V)

Describe the
cybersecurity risk
assessment model’s

NS

S =N =N

Discuss the MADM Discuss the comparative Discuss some
technique analysis concluding remarks

N— N— N—

Figure 1. Graphical interpretation of the proposed theory.

This manuscript is arranged in the following form, In Section 2, we revised the information on
BCIFSSs with some operational laws. In Section 3, we proposed the model of robust aggregation
operators based on BCIFS information, called the BCIFSWA operator, BCIFSOWA operator, BCIFSWG
operators, and BCIFSOWG operators, with some practical properties, called idempotency,
monotonicity, and boundedness. In Section 4, we discussed the MADM model based on proposed
operators for evaluating the enhancement of the cybersecurity risk assessment techniques with a
comprehensive approach. In Section 5, we illustrated numerical examples based on decision-making
techniques for assessing the comparative analysis among the proposed ranking values with existing
ranking values to show the worth and verity of the designed models in Section 6. Some concluding
remarks are stated in Section 7.

2. Preliminaries
In this section, we revised the information on BCIFSSs with some operational laws.

Definition 1: [23] Consider a fixed set Y with a set of parameters A such as E € A. Thus, the BCIFSS
Apcirs is mentioned and explored by:

290



Journal of Intelligent Decision Making and Information Science
Volume 2, (2025) 287-317

. (CR(BI) + LE(BI),IR(BI) + LRI, ) . T
Aorrs = {(91'( RR(ET) + L B1), AT + 16 T) >> rehh= “_11

Thus, the duplet (Agcrs, E) represents a BCIFSS, such as Agcipsz: E — BCIFS(Y). The function in
CIFSS is denoted and defined by: CR, G/, nR, n!/: Y — [0,1] and IR, L9841 Y — [—1,0] with
CR(),€'(®) €[0,1] , nR(8),n'(3) €[0,1]and 3I7(5),9'(8) € [-1,0] , (), %' (®) € [-1,0].
Finally, the BCIFSN is mentioned by: A5l = (€%; + L€t;, 9%, + 1245, nf; + Lnd 0B + 195), 1, T =
1,2,..,0,1.

Definition 2: [23] Considering any two BCIFSNs for the evaluation of the algebraic operational laws,
such as

(€% + €%, — e} eR) + (€, + €], — €)4€)),
ALt @ ARz = OF +9%, —259%,) + LI, + 9%, —97197,),
Wiy + Lda o, =05 |05 | + L(= 0% | [n5])
€T €T, + LEY, €, =[5 [[052] + L(=[35[|2%: ),
Ape @ ARz = | (1§ + 1§y + nfyrfy) + L(ndy + 1, + mdamdy),
% + 0% + n5int) + L@G + 05, +05mM72)

(1= —€efac)+1(1 - (1 = €}y) &),

2 2
2icAll = | =1+ 1457+ L(=1+[1+94,] %),

(R | & .1 | &c
(1) e + L) %26, [0 | ™ + L] =ni4|

(G%) e + L(Gh) Zc, |_3$1 | &c + Ll_aq1 ch’
() =| (1= =wi%) +1(1= (1 = 1)),
—1 4 [T+ i+ L (=1 1495 )

Definition 3: [23] Considering any BCIFSN for the evaluation of the Score and Accuracy laws, such as

1
2C(Afe) = g((GIfJ + €L+ 9% + 91 — (nEy + pnly + 05 + nIIJ)) € [-1,1]

1
AC(AFE) = 5 (€8 + €ty — 9% —9%y) + (1fy + 1y — 0% — 1)) € [0,1]
Where, the following information is also very important for the above theory, such as:
When 2C(AL) > 2C(A}%), thus ALL > A%, When AC(AL:) > AC(A}%), thus ALt > ALZ.

3. BCIFS Robust Aggregation Operators
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In this section, we investigate the information of the BCIFSWA operator, BCIFSOWA operator,
BCIFSWG operator, and BCIFSOGA operator with their basic laws, called idempotency, monotonicity,
and boundedness.

Definition 4: Consider any famlly of BCIFSNs ABC,ABC, ...,Aégé. Thus, the technique of BCIFSWA

operator based on ABC,ABC, ...,ABC is mentioned and developed by:
BCIFSWA (A}, AL, ... Age) =@5-, 2 (@7, 25A%)

The mathematical notion of the weight vector is as follows, such as 23, ZIII, € [0, 1] with Z%=1 ZII,, =1
and Yi_, 2 =

Theorem 1: Prove that the aggregated value of the BCIFSWA (ABC,ABC, ...,A%’é) is als a BCIFSN,

such as

BCIFSWA (ABC,ABC, ...,Af;"})

1- 1_[;1 (H: 1(1 —ck )2w> +L{1- n; <1_[;(1 - G’IJ)‘?‘%P)ZQ :
—1+1_L 1<1_[ (11 + 2F J|)2> +L _1+1_L 1(1_[ (11 + 9% I)ZlIP>2gl )
ﬂ;( q (rim)zw> +1L 1_[;1 <n11(n’m)2&>20 ,

1. (ﬂﬂu UD%) . (Hl(mmffp)ZQ

Proof: Using mathematical induction prove the above theory. Let (7;( = 1and 211,, =1, then

BCIFSWA(ALG, A, ..., ALL) =@, 24 (ALt

(1 - 1—[ (1 — ¢~ )ZJ) 4 L(1 - 1_[;1(1 _ c’U)Zfz),
( 1 +1_L_ (1 + 9%, 2% ) ( 1 +1_E_ (1 + 2t |)2?1),
(ﬂjﬂ(ﬂlf;r)z ) + L(Hjﬂ(ﬂlm)za),

(T T_aisna) + (=] T_ atsnh).

+ L
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+L11_[

(- G’U)Zfﬁ)

I

I 25
-1+ [ 1_[ (11 + 9 |)2w>
J=1

1

a

[].

2
(rtIJ)2¢> )

(
)
[T (IS

1
+L —1—[ (1_[ (|UIJ|)Z1”>
J=1 I=
=@, 2)(Bl; 2LAR) = BCIFSWA (AL, AL, ... Ay

)

20

But, if we considers = 1 and 2{1 = 1, then
71 e
BCIFSWA (AR, ARZ, .. Ay ) = (@5, 2 A%E)
&
(-T1

04

([T

I=1

a( R Zle + L & 1 le>
(nlz (Hn1s) l_L: (n1s)
(Ttx I & I
(—1_[ (EDRIE: L(—]_[ (m’unzw).
I=1 I=1
1 & R A2 1 & o %
1- 1—eR)& ) |+L|1- 1—cpa) |,
l_[J=1 <1_[I= ( 1) > g l_L=1 <1_[I= ( ? >
25 ] 3 2%
X 1 X 1
1 +1_[ <1_[ (11 + 9% |)Zw> L[ =1 +H <H (11 +2 J|)2w> ,
7=1 7=1 I=1
- 1 & 20 1 & %
' R 12} ‘ I 2}
1_[ (1_[ (n1z) 1”) +L 1_[ (1_[ (n17) “’) )
7=1 =1 7=1 I=1
] x 2% ] - 2%
« ‘R Ned « INed
—1_[ <1—[ (nt;D 1”) +L —1—[ (1_[ (InzzD 1”)
7=1 I=1 7=1 =1

=®)_, 2 (@1, 2}A}L) = BCIFSWA (AL, AR, .. Ae )
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The proposed theory is held for & = g = 1. Additionally, We consider s = ¢ + 1,6} =o0y,and 9 =

o, @ =0, +1,thus

01+1 2] (EB
(1T
( 1 +1_["1+1 (1_[ e
o1+1

T
(T (T o

|2l

([T a-e

~el—|
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I T 0 -e))
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J

o1 op+1 . g
I (T o))
I=1 I=1
0’2+1 ZI Z‘gl
-1+ <1—[_ (|1+3’U|)w> ,
(4| 0’2+1 2 Z\gl
1_[ (1_[ (niy) 1”) ,
J=1 =1
01 oo+ 2 2%)
-1 (1_[ (It w)
J=1 1=1

Thus, we prove it for 1 = g, + 1 and @ = 0, + 1, such as

a1+1 2] (@02+1 leA ) @01“ ZJ (@
ZII)A ) @a1+1 ZJ (@ 2;2+1

_@0’14-1 2 (@

zwA @ 20‘2+1A(0’2+1)J)

A(BO&Z-I-’I)J)
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L 1 n0’1+1 <H02+1
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The proposed theory is hold for 1 = g, + 1 and (73( = g, + 1. Further, we evaluate the basic

properties of the above theory.

Property 1: When AL = Age = (CR + 1ELIR + 1), WfR+ L, 9R +10), 1,7 =1,2, ..,

e

BCIFSWA (ABC,ABC, ...,Ag’g) = Agc. (Idempotency)

Property 2: When A5t < Ag¢/, thus BCIFSWA (ABC'ABC’ ""Ag;é) =

BCIFSWA (A}F,AE}Z,... *‘m) (Monotonicity)

Property 3: When Ag, = (mIin min ek + L(mIin min G’U) ,minmin R+

Qs, thus

L(mIin min I-)’U) ,max max ny; + L(mIax max n’U) ,max mJaXTj’fJ + L(mIax mjaXTj’U)> , and

Af = <mIax max e’ + L(mIaX max CIJ) , MAX max 2R+ L(mIaxmflx E)IN) ,mIin rnJin nEs +

L(mIin min n’IJ),mIin mJinﬁffJ + L(mIin m}nﬁh)), I,J =1,2,..,a9, thus Ag; <

BCIFSWA (ABC,ABC, ...,A&B;é) < Af.. (Boundedness)
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Proof: Let Ag; = <mIin min ek + L(mIin min GIIJ) ,min min R+
L(mIin min E)’IJ) ,max max ni; + L(mIaX max n’IJ) ,max mJaXTj}fJ + L(mIax mJaXTj’IJ)> and Af. =
(mfax max ¢’ +L (mIaX max G’U) ,max max R+ L (mIaX max E)IIJ) ,minmin nE +

L(mIin min rl’IJ) ,min mJin[']IfJ + L(mIin m}nﬁh)), I,J =1,2,..,4q, Thus

BCIFSWA (AL, ARZ, ...,Ai’g) < BCIFSWA (A, ASZ, .. A = Ab

BCIFSWA (ALY, ALZ, ...,Ag’;) > BCIFSWA (A5}, A2, .., Age”) = A

Thus

Azc < BCIFSWA (ALL AR, .. Ay ) < Afc.

Definition 5: Consider any family of BCIFSNs ABC, ABC, ...,Aégé. Thus, the technique of BCIFSOWA

operator based on A}%, AJZ, ---'Aéc is mentioned and developed by:

BCIFSOWA (ALY, Al%, .., Ar) =@, 2 (@5, 25a50°)

The mathematical notion of the weight vector is as follows, such as 23, ZII,, € [0, 1] with Z?ﬂ 25, =1
and Yi_. 25 =1ando(I),0(J) <o(I—-1),0(J —1).

Theorem 2: Prove that the aggregated value of the BCIFSOW A (ABC,ABC, ...,Agsé) is als a BCIFSN,
such as
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BCIFSOWA (ALY, AR, ..., Ane )
ZJ

a & X 21Ip Q
11— HJ=1 1_L=1(1 ~ €5mom) +
g & I 2y
L{1- HJ=1 1_[1=1(1 — €hmom)
o & R 2111)
ol HH 1_[1=1(|1 +35mo|)
ﬂ
ol +1_L 1(1_[ (1" + 9o )’ )
. zl,

a & . ZIII, 25 ﬂ & I ZIIP
HJ=1 HI=1(I10(I)O(J)) +L HJ=1 HI=1(no(I)o(J)) )
g L o5 “ 2 ¢
_1_[ _ 1_[ G +L _H . 1_[ ) (|ﬂo(1)o(J)|)
J=1 I=1 J=i I=1

Property 4: When Al = Age = (ER + LELIR + 12!, pR + L, pR + 1)), 1,7 =1,2,..., 44, thus

BCIFSOWA (ABC,ABC, ...,Al‘;c) = Agc. (Idempotency)

20

~

Property 5: When Al < A5, thus BCIFSOWA (ABC,ABC, ...,Ag;é) <

BCIFSOWA (Agd, AFZ, .. *“”) (Monotonicity)

Property 6: When Agc = <mIin min ek + L(mIin min G’IJ) ,minmin IR +

L(mIin min I-)’U) ,max max ny; + L(mIax max n’U) ,max mJaXTj’fJ + L(mIax mjaXTj’U)> ,and A}
(mIaX max ek + L(mIax max G’IJ) ,max max R+ L(mIax max DIIJ) ,minmin nE +

L(mIin min u’IJ) ,min min[']’fJ + L(mIin mJlnn{[J)> ,1,7=1,2,...,04, thus Agc <

BCIFSOWA (AL, AlZ, ..., Aje) < Afc. (Boundedness)

Definition 6: Consider any famlly of BCIFSNs ABC,ABC, ...,A?;é. Thus, the technique of BCIFSWG

operator based on ABC,ABC, ...,ABC is mentioned and developed by:
ZJ
2
BCIFSWG (AL, A, .. Age) = (@I (AL w)
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The mathematical notion of the weight vector is as follows, such as 2, 2111, € [0, 1] with Z%ﬂ lep =1

and Y7, 2, =

Theorem 3: Prove that the aggregated value of the BCIFSWG (ABC,ABC, ...,Agﬂc) is als a BCIFSN,

such as

BCIFSWG (AL, A, ..., Ane )

r (04
[T, (I1
4J7=1 I=

thus

BCIFSWG(ALy, Ab%, ..., Af

(1.
(-T1.¢

a & 1 ¢
-1+ ] | (]_[ (11 + 18D w)
J=1 I=1

Proof: Using the mathematical induction, we prove the above information. Let 0( ="Tand?

+L

+ L

+ L

+L

1) =@7%, (AL’

ck;)%

(-] T aotvh

2
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Property 7: When Agl = Agc = (R + LEL IR + 124, pf + L/ AR + 1Y), I,J =1,2, ..., 44, thus
BCIFSWG (A}B},A,}%, ...,A?;’;) = Agc. (Idempotency)

Property 8: When A%l < A5,

BCIFSWG (Al ARZ, ..

thus BCIFSWG (A},

A;Qéﬂ). (Monotonicity)

A

12

BC» ***

s
AI.

’ BC)

<

Property 9: When Ag, = (mIin min ek + L(mIin min G’U) ,minmin R+

L(mIin min I-)’U) ,max max ny; + L(mIax max n’U) ,max mJaXTj’fJ + L(mIax mjaXTj’U)> , and

A = <mIax max ek’ + L(mIax max G’IJ),mIax max R+ L(mIaX max DIIJ),mIin min nf +

L(mIin min n’IJ),mIin mJinﬁffJ + L(mIin m}nﬁh)), I,J =1,2,..,a9, thus Ag; <

BCIFSWG (A}, A, ..., Ay ) < Afc. (Boundedness)

Proof: Let Ag; = <mIin min ek + L(mIin min GIU) ,min min R+

L(mIin min DIU) ,max max nf; + L(mIax max rt’U) ,max mfle]’fJ + L(mIax mJax[’]’IJ)> and Af. =
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(mIax max ¢’ +L (mIax max G’U) ,max max 2R+ L (mfelx max E)’IJ) ,min min nE; +

L(mIin min rlIIJ) ,min mJin[']IfJ + L(mIin m}nﬁh)), I,J =1,2,..,4q, Thus

BCIFSWG (ALY, AL, ..., Ay ) < BCIFSWG (ASY, ARZ, .., As") = A

T

BCIFSWG (ALY, AL, ..., A%y ) = BCIFSWG (AL, Azl ..., Age” ) = Agc

Thus

Agc < BCIFSWG (AL, ALZ, .. Age ) < Abc.
Definition 7: Consider any family of BCIFSNs A}}, A}2, ...,Ag;é. Thus, the technique of BCIFSOWG

operator based on AL, AL%, ..., Ay is mentioned and developed by:

x " ZI Zn
BCIFSOWG (A;L,A}BZC, ...,Ag”c) =®7_, <®§=1 ( AgéI)o(J)) w)

Notice that 27, 2}’, € [0, 1] represent weight vectors with the condition of 2?21 2}!, =1 and
1_,25 =1, with order o(I),0(J) < o(I —1),0(J — 1).

Theorem 4: Prove that the aggregated value of the BCIFSWG (A},},A}ZC, ...,Agsé) is als a BCIFSN,

such as
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BCIFSWG (A};C, ARz ., A;'T‘;’é)

T (@ne)®) N S PR
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et e
L 1 - HJ=1 (l_[1=1 (1 - ”O(I)O(J)) > )
s (T v
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J
Q

Property 10: When AL = Age = (ER + LELIR + 1, pWR + L, 9R + 190, 1,T = 1,2, ..., 44,

thus BCIFSOWG (A;L,A]BZC, ...,Af‘;’é) = Agc. (Idempotency)

Property 11: When AL% < AjY, thus BCIFSOWG (Ayc:A}azc' ---'Aiﬂc) S

BCIFSOWG (A5, A3Z, ..., Azr ). (Monotonicity)

Property 12: When Agc = <mIin min ek + L(mIin min G’IJ) ,minmin R+

L(mIin min I-)’U) ,max max ny; + L(mIax max n’U) ,max mJaXTj’fJ + L(mIax mjaXTj’U)> ,and Af. =

max max C¥; + L(max max GIU) , max max ¥, + L(max max E)’IJ),min min p®; +
7 7 T 7 T J
L(mIin min u’IJ) ,min mJin[']’fJ + L(mIin mJlnn{[J)> ,1,7=1,2,...,04, thus

BCIFSOWG (ALY, AR, .., Age ) < Afic. (Boundedness)

4. Multi-Attribute Decision-Making Techniques

Apc <
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In this section, we calculate the procedure of the decision-making technique or multi-

attribute decision-making technique based on designed operators, called BCIFSWA operator and
BCIFSWG operator to improve the reliability and effectiveness of the invented models.
Let ALc, A2, ..., A% be a family of alternatives with a collection of attributes A}, AZ, ...,Ag. Further,
we also consider the finite values of parameters 81, I = 1, 2, ..., n for the collection of alternatives.
The duplet (Agcrs, E) represents a BCIFSS, such as Agcjpsz: E — BCIFS(Y). The function in CIFSS
is denoted and defined by: CR € uR pn/:Y — [0,1] and DRI 4R A :Y — [-1,0] with
CR(),€'(8) €[0,1] , nR(8),n'(3) € [0,1]and IR(3), 3’(5) €[-1,0] , #(),n'(®) € [-1,0].
Finally, the BCIFSN is mentioned by: AjZ = (€% + L€y, 9% + 1245, nf; + Lnd 0 + 195), 1, T =
1,2, ...,Q(,ﬂ. Thus, we goal to construct the decision matrix by including the values of BCIFSN for
evaluating the decision-making procedure, therefore, the major steps of the decision-making
technique are described by:

Step 1: Compute the matrix of BCIFSN: For this, we arrange the collection of alternatives and for each
alternative, we consider the collection of attributes, then we define a matrix, such as

Apc Agg .. A

21 22 24

M ABC ABC T ABC
Al AQ2 . . ,aa
ABC ABC ABC

Step 2: Compute the matrix of normalization: For this, we goal to assess the arranged data in the
decision matrix for the evaluation of normalization in the case of cost types of information, such as

{(C 5 + LEL;, OF; + LYy, nfy + Lniy, ﬁIfJ +1N1y) for benefIt
(nf; + L“IJJUIJ + L0ty €5 + 1Ly, 0F5 4+ 191) for cost

But in the case of benefit type of information, we do not go for normalization.

Step 3: Design the aggregated matrix: We goal to evaluate the aggregation of normalization of the
matrix based on the BCIFSWA operator and BCIFSWG operator, such as
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Step 4: Analyze the Score values of the aggregated theory based on the Score function, such as
1
2C(Azc) = g((cﬁ + €1y + 9% +97) — (nfy + nhy + 0% + HIIJ)) € [-1,1]

1
AC(Agt) = g((cﬁ + €y — 9%, = 95) + (s + iy — 0% — nIIJ)) € [0,1]
Where, the following information is also very important for the above theory, such as:
When 2C(ALL) > 2C(A}2), thus ALl > Al%, When AC(A}L) > AC(AL2), thus AL > AJZ.

Step 5: Finally, we analyze the ranking values of the aggregated values for the evaluation of the best
preference among the collection of preferences.

5. Enhancing Cybersecurity Risk Assessment Techniques: A Comprehensive Approaches

Cybersecurity threats are a great risk nowadays for every organization in this digital fast-
paced world. To stay ahead in the business these types of threats whether in the form of data
breaches, ransomware or advanced digital threats are making it difficult for organizations. As of these
continuously changing threats sophistication and increased frequency organizations need their risk
assessment models to become more robust, adaptable, and comprehensive to counter the data
breaches. To eliminate modern complexities of cybersecurity threats traditional approaches to
cybersecurity risk assessment are no longer useful. There is a great need for organizations to invest
improve and enhancing their cybersecurity risk assessment models by incorporating new
technologies, methodologies, and advanced strategies to effectively eliminate these risks.

This article describes the cybersecurity risk assessment model’s accuracy, timely response, and
actions against potential threats by providing the key areas in which the cybersecurity risk
assessment model can be improved and enhanced. For organizations to become more effective in
risk elimination a more resilient, precise, and proactive approach must be adopted by implementing
a collaboration framework amongst departments, continuous risk monitoring, real-time intelligence,
and machine learning Al systems. For a deep understanding of cybersecurity incidents and
strengthening risk management tactics dynamic risk models and business impact analysis must be
adopted. This article outlines cyber security risks modernization and assessments with the key

improvements in detail.

1) Data Integration and Real-time Threat Intelligence: Threat intelligence in real-time is crucial
in improving the risk assessment model of cyber security. Knowing the emerging cyber-attack
methods and up-to-date knowledge about cyber threats is crucial. To allow organizations to
have a proactive approach toward potential risks the threat intelligence platforms provide
insights about the vectors of current attacks and vulnerabilities. Businesses can greatly
improve in aspects of cyber security by integrating key data about the threats in their risk
assessment models accordingly. Moreover, there is a need for organizations to increase their
source of data to create a more comprehensive risk assessment model. Within the
organization's infrastructure internet data, security incidents, and alerts provide valuable
information about the ongoing threats and vulnerabilities. A comprehensive picture of
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2)

3)

4)

5)

potential threats can be gained by a more holistic way of data collection. The risk assessment
model should also include external data, a public threat database, and exposures and
common vulnerability systems.

Artificial Intelligence and Machine Learning: To enhance the effectiveness of an organization’s
risk assessment models towards sophisticated cyber threats Artificial intelligence and
machine learning technologies provide very helpful insights and solutions rapidly. The great
number of datasets and patterns of attack history can be quickly analyzed through machine
learning algorithms. Organizations can effectively improve their real-time detection of threats
without involving human intervention by using Al-based models, that can detect unusual
traffic patterns, anomalies in the system, and network and security breaches while real-time
monitoring. Machine learning technology also provides useful predictive analytics for cyber-
attacks. Machine learning models can predict future cyber-attacks based on the previous
history of the risks and vulnerabilities in the organization’s system. This predictive analysis of
machine learning models allows organizations to focus more on their resources for the
elimination of the potentially high risks before they even emerge materialistically. Therefore,
reducing the damage caused by potential cyber-attacks.

Prioritization and Advanced Risk Scoring: To categorize risks the traditional method of risk
assessment models uses low, medium, and high-risk types. The simplicity of this approach
often fails to understand the potential impact and sophistication of the specific risks. For the
organizations to improve their risk assessment models towards potential threats risk scoring
system which is more quantitative and granular should be adopted. With this system
likelihood of occurrence of risk is measured as well as the cyber attack’s operational,
reputational, and financial impact on the organization. To mitigate the risks more effectively
the organizations should adopt a more refined risk scoring model. To ensure most critical
vulnerabilities are addressed first the risks should be quantified based on impact and severity,
thus allocating the organizational resources strategically.

Continuous Vulnerability Management: Continuous vulnerability management is another
important enhancement in the risk assessment model. Periodic-based threat assessment is
no longer adequate with the continuously changing threat nature. As new vulnerabilities may
arise at times, organizations must implement continuous threat monitoring and scanning.
Businesses can monitor vulnerabilities in real-time with the help of automated risk
assessment models and can take immediate actions to eliminate new threats. Cyberattack
exposure to any organization can be significantly reduced by timely patching with the updated
risk assessment data. A vulnerability cannot always be an immediate risk but as the
vulnerability is exposed over time it can become an easy target for the attackers. The system
with patched and updated security updates significantly reduces the attacker’s opportunity
window to harm the organization’s crucial data. As of the current trend of attacks,
organizations can determine which vulnerability poses the greatest threat with the help of
risk models which can also assess the vulnerability’s exploitations.

Business Impact Analysis (BIA): Understanding of potential risk impact of a cyberattack on
business the improvement in the risk assessment model is the key aspect. Moreover, where
identification of wvulnerabilities is important another key aspect is the organization’s
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assessment of the effects caused by these risks on the reputation, finances, and operations
of the organization. There is a system analysis called Business impact analysis which helps
organizations to assess the effects of the potential cyberattacks such as ransomware, data
breaches, and disruption of services. To mitigate the effects of cyberattacks decision makers
can prioritize which risks are more critical according to the complete understanding of the
impact scope. Organizations can allocate their resources according to the decisions based on
the business impact analysis data. Cost balancing is also crucial for the cybersecurity
mitigation measures caused by the security breaches on the operational and financial losses.

Moreover, to find the best and worst one among the above five, we aim to use the following four
attributes such as growth analysis, social impact, environmental impact, and political impact with
four parameters: 31, I = 1, 2,3,4. The weight vectors for the above attributes and parameter values
are explained in the form, such as: (0.3,0.3,0.2,0.2)T and (0.2,0.3,0.4,0.1)". Thus, we goal to
construct the decision matrix by including the values of BCIFSN for evaluating the decision-making
procedure, therefore, the major steps of the decision-making technique are described by:

Step 1: Compute the matrix of BCIFSN: For this, we arrange the collection of alternatives and for each
alternative, we consider the collection of attributes, and then we define a matrix, see Table 1 to Table

Table 1. Decision matrix for alternative A}.

91
Aje (0.5,0.4), (0.51, 0 41), (0.52, 0 42), (0.53, 0 43),
<((0.6,0.3))’> ((( 0.61,—0. 31)) (( 0.62, —0. 32)) > <<( 0.63,—0. 33)) >
(0.3,0.1), (0.31,0.11), (0.32,0.12), (0.33,0.13),
(=0.3,-0.1) (=0.31,-0.11) (=0.32,—-0.12) (=0.33,-0.13)
( )) 1 \( )) |\ )) |\ )
Ak (0.4,0.3), (0.41,0.31), (0.42,0.32), (0.43,0.33),
<((—0.3,—0.2)>’> ((( 0.31,—0.21))’ (( 0.32,—0.22)) > ((( 0.33,—0.23)) )
(0.2,0.4), (0.21,0.41), (0.22,0.42), (0.23,0.43),
((—0.2, —0.2)) (( 0.21,-0. 21)) (( 0.22, —0.22)) (( 0.23, —0.23))
Al (0.3,0.2), (0.31,0.21), (0.32,0.22), (0.33,0.23),
<((—0 .2,—0. 3)) > ((( 0.21,-0. 31)) (( 0.22,-0. 32)) > ((( 0.23,—0.33)) )
(0.1,0.3), (0.11,0.31), (0.12,0.32), (0.13,0.33),
(=0.3,—0.1) 0.31,-0.11) (=0.32,-0.12) (=0.33,-0.13)
( AR )) | \( )) |\l )
Ak (0.2,0.1), (0 21,0.11), (0.22,0.12), (0 23,0.13),
(( 0.1,—-0. 1))' (- 0.11,—0.11))' ((—0.12,—0.12)) ( 0.13,-0. 13))
(0.2,0.2), (0.21,0.21), (0.22,0.22), (0.23,0.23),
(=0.1,—0.2) (—0.11,-0.21) (—0.12,—0.22) (—0.13,-0.23)
( FARN ) [ \( ) [\l )
Table 2. Decision matrix for alternative A3.
d 9, 93 N
Al (0.6,(;.3), (0.61,0.31), (0.62,0.32), (0.63,0.33),
((—0.4,—0.2))’ ((—0.41,—0.21))’ <(—0.42,—0.22))' ((—0.43,—0.23))’
( (0.1,0.1), ) ( (0.11,0.11), ) ( (0.12,0.12), ) ( (0.13,0.13), )
(—0.2,—0.4) (—0.21,—0.41) (—0.22,—0.42) (—0.23,—0.43)
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2
ABC

( (0.5,0.2), )

( (0.52,0.22), )

( (0.53,0.23), )

(0.51,0.21),
(=0.3,-0.2))’ ((—0.31,—0.21))‘ (-0.32,-0.22))’ (—0.33,-0.23)/’
( (0.2,0.3), ) ( (0.21,0.31), ) ( (0.22,0.32), ) ( (0.23,0.33), )
(—0.3,—0.3) (—0.31,—0.31) (—0.32,—0.32) (—0.33,—0.33)
A3 ( (0.1,0.1), ) ( (0.11,0.11), ) ( (0.12,0.12), ) ( (0.13,0.13), )
(=0.2,-0.1)/" (=0.21,-0.11)/’ (=0.22,-0.12)/’ (=0.23,-0.13)/’
( (0.3,0.2), ) ( (0.31,0.21), ) ( (0.32,0.22), ) ( (0.33,0.23), )
(—=0.4,—0.2) (=0.41,-0.21) (—0.42,—0.22) (—0.43,—0.23)
Ajc < (0.2,0.1), ) ( (0.21,0.11), ) ( (0.22,0.12), ) ( (0.23,0.13), )
(=0.2,-0.1)/)’ (=0.21,-0.11))’ (-0.22,-0.12) )" (-0.23,-0.13) )"
( (0.1,0.1), ) ( (0.11,0.11), ) ( (0.12,0.12), ) < (0.13,0.13), )
(=0.1,—0.3) (=0.11,—0.31) (=0.12,—-0.32) (—0.13,—0.33)
Table 3. Decision matrix for alternative A3.
Ak ( (0504) ) ( (0.51, 041) ) ( (052042) ) ( (053043) )
(=0.5,—0.4) (=0.51,—0.41) (—0.52,-0.42))’ (—0.53,—0.43)
( (0.4,0.2), ) ( (0.41,0.21), ) ( (0.42,0.22), ) < (0.43,0.23), )
(—0.2,—0.3) (—0.21,—0.31) (—0.22,—0.32) (—0.23,—0.33)
Ajc ( (0.5,0.4), ) ( (0.51,0.41), ) ( (0.52,0.42), ) ( (0.53,0.43), )
(—0.5,-0.4)/’ (—0.51,-0.41)/" (—0.52,-0.42)/’ (—0.53,-0.43)/’
(0.4,0.1), ) ((041011) (0.42,0.12), ) ( (0.43,0.13), )
(( 0.2,—0.2) (=0.21 —0.21)) (( 0.22,—0.22) (—0.23,-0.23)
A3 ( (0.5,0.4), ) ( (0.51,0.41), ) ( (0.52,0.42), ) ( (0.53,0.43), )
(-0.5,-0.4))’ (-0.51,-0.41))’ (—0.52,-0.42))’ (—0.53,-0.43))’
( (0.4,0.3), ) ( (0.41,0.31), ) ( (0.42,0.32), ) < (0.43,0.33), )
(=0.2,-0.3) (=0.21,-0.31) (=0.22,-0.32) (=0.23,-0.33)
Aic ( (0.5,0.4), ) ( (0.51,0.41), ) ( (0.52,0.42), ) ( (0.53,0.43), )
(-0.5,—0.4))’ (-0.51,-0.41))" (-0.52,—0.42))’ (-0.53,—-0.43)/’
( (0.4,0.1), ) ( (0.41,0.11), ) ( (0.42,0.12), ) ( (0.43,0.13), )
(=0.1,-0.1) (=0.11,-0.11) (=0.12,-0.12) (=0.13,-0.13)
Table 4. Decision matrix for alternative Aj.
Al (0103) ) ( (011031) ) (012032) ) (013033) )
( 0.2,—0.3) (—0.21,-0.31) ( 0.22,—0.32) ( 0.23,—0.33)
(0504) ) (051 0.41), ) (052042) ) (053043) )
( 0.3,-0.3) ( 0.31,—0.31) ( 0.32,—0.32) ( 0.33,-0.33)
Abc (0202) ) (0 21,0.21), ) (0 22,0.22), ) (023023) )
(—0.3,-0.2) (—0.31,-0.21) (—0.32,-0.22) (—0.33,-0.23)
< (0.4,0.3), > < (0.41,0.31), > < (0.42,0.32), ) < (0.43,0.33), )
( 0.2, 02)) ( 0.21, —021)) ( 0.22, 022)) ( 0.23, 023))
A3 (0302) ) (0 31,0.21), ) (0 32,0.22), ) (0 33,0.23), )
<( 0.2,-0.3) > <( 0.21,-0.31) > (( 0.22,-0.32) > <( 0.23,-0.33) >
(0.3,0.2), (0.31,0.21), (0.32,0.22), (0.33,0.23),
( 0.3, 03) ( 0.31, —031)) ( 0.32, 032)) ( 0.33, 033)
Akc (0203) (0 21,0.31), ) (0 22,0.32), ) (0 23,0.33),
( 0.2, 03) ( 0.21,-0.31) ( 0.22,-0.32) ( 0.23, 033)
(0201) (021011) (022012) (023013)
( 0.1, 03) ( 0.11,—031) ( 0.12, 032) ( 0.13, 033)
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Table 5. Decision matrix for alternative A3.

Al ( ) ) ( FRED) ) ( 07205, ) ( (FEGED) )
(~0.3,-0.1) (~0.31,-0.11) (~0.32,-0.12) (~0.33,-0.13)
o) |\aman) ) | (s (<_‘8'§§"1333'3>)>

AZ, ( (03,03), (0.31,031), (0.32,032), (0.33,033),
(( 02, —0.2))' ((—0.21, —0.21))‘ ((—0.22, —0.22))' ((—0.23, —0.23))'
(Cozrom)) | \(Cozrzaon) ) | \(Cozamozm)/ | \(Cozaconn)

A3, ((o 4,04), (0.41,0.41), (0.42,0.42), (0.43,0.43),

(( 03, 02)) (( 0.31,-0.21))" (( 0.32, 022)) (( 0.33, 023))
(CosZom)) | \(Cozrmo i)/ | \(Coszmoam)) | \(Cosazorn)

Ak ((85305%1) ((051 0.51), (0.52,052), (0.53,0.53),

<( 0.1, —02)) (( 0.11, —021)) (( 0.12, 022)) (( 0.13, 023))
0.2,0.1), (0.21,0.11), (0.22,0.12), (0.23,0.13),
((—0.1,—0.2)) ((—0.11,—0.21)) ((—0.12,—0.22)) <(—0.13,—o.23))

Step 2: Compute the matrix of normalization: For this, we goal to assess the arranged data in the
decision matrix for the evaluation of normalization in the case of cost types of information, such as

_ {(G§J + LEL5, 9% + oLy, nfy + L“IIJ)T,]II?J +1Lni;) for benefIt

(nfy + Ly, 0y + MLy, €y + LEL;, OF

;+125)  forcost

But in the case of benefit type of information, we do not go for normalization. Anyhow the data in
Table 1 to Table 5 is ok.

Step 3: Design the aggregated matrix: We goal to evaluate the aggregation of normalization of the
matrix based on the BCIFSWA operator and BCIFSWG operator, see Table 6.

Table 6. Decision matrix based on aggregation operators.

BCIFSWA operator

BCIFSWG operator

((0 3799,0.2789), (—0.3366, —0.2659)),
((0.1873,0.2665), (—0.2515,—0.1451))

((0.1966,0.3009), (—0.3023, —0.2589))

(((o :3798,0.1869), (—0.2875, —0.1645)),
((0.2338,0.1972), (—0.2921,—0.2726))

((0.2652,0.1670), (—0.2726,—0.1546)),

<((o 3611,0.2558), (—0.2768, —0.2515)),
( ((0.2274,0.2169), (—0.3743, —0.3046))

((0.4230,0.1923), (—0.1995,—0.2515))

((0.5128,0.4128), (—0.5128,-0.4128)),
((0.4131,0.2181), (—0.2671,—0.3023))

((0.3611,0.2558), (—0.2515, —0.2786))

((0.3799,0.2789), (—0.3023,-0.3199))

((0.3596,0.3768), (—0.2659, —0.1940)),
((0.1873,0.2420), (—0.2515,—0.1451))

((0.5131,0.4131), (-0.5131, —04131)))

( (0.2366,0.2445), (—0.2445, —0.2845)),

((0.3399,0.3672), (—0.2515,—0.1872)),

( (0.2185,0.2388), (—0.2388, —0.2786)),
<((0 1966,0.2559), (—0.3023, —0.2589))

)
)
)
)
)
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Step 4: Analyze the Score values of the aggregated theory based on the Score function, see Table 7,
where the geometrical interpretation of the data in Table 7 is listed in Figure 2.

Table 7. Decision matrix based on Score values.

BCIFSWA operator BCIFSWG operator
0.0142 0.0031
-0.00237 -0.0287
0.02053 0.00772
A5 0.00487 -0.00294
A 0.03865 0.01996
0.03865
0.04
0.03 0.02053 996
. 0.02 0.0142
g 772
TE 0.01 031 0.00487
S 0 = b
A 1 -0.002 3 -6.00294 5
-0.01
-0.02
-0.03 -0.0287

Alternatives

B BCIFSWA operator B BCIFSWG operator

Figure 2. Graphical abstract of data in Table 7.

Step 5: Finally, we analyze the ranking values of the aggregated values for the evaluation of the
best preference among the collection of preferences, see Table 8.

Table 8. Ranking values information.

Methods Ranking values Best one
BCIFSWA operator A > A3 > AL > AL > A2 A5
BCIFSWG operator A; > A3 > A} > AL > AZ A;

The best preference is A3 according to a tool of the proposed BCIFSWA operator and BCIFSWG
operator, which represented the Business Impact Analysis (BIA): Understanding of potential risk
impact of a cyberattack on business the improvement in the risk assessment model is the key aspect.
Moreover, where identification of vulnerabilities is important another key aspect is the organization’s
assessment of the effects caused by these risks on the reputation, finances, and operations of the
organization. There is a system analysis called Business impact analysis which helps organizations to
assess the effects of the potential cyberattacks such as ransomware, data breaches, and disruption
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of services. To mitigate the effects of cyberattacks decision makers can prioritize which risks are more
critical according to the complete understanding of the impact scope. Organizations can allocate their
resources according to the decisions based on the business impact analysis data. Cost balancing is
also crucial for the cybersecurity mitigation measures caused by the security breaches on the
operational and financial losses. Further, we discuss the comparative analysis of the proposed and
existing models to show the supremacy of the designed operators.

6. Comparative Analysis

In this section, we compare the ranking tool of the proposed models with the ranking tool of
the existing information to evaluate the sovereignty and rationality of the designed approaches. For
this, we aim to arrange some prevailing tools based on fuzzy information and their related
techniques. Therefore, we consider the following existing tools, such as Xu [24] developed the
aggregation operators for IFSs. Xu and Yager [25] proposed the intuitionistic fuzzy geometric
operators. Arora and Garg [26] invented the intuitionistic fuzzy soft robust operators. Jana et al. [27]
designed the bipolar fuzzy soft robust operators. Ali and Yang [28] proposed the bipolar complex
fuzzy soft robust operators. Gwak et al. [29] explored the hybrid structure based on bipolar complex
fuzzy soft sets. Riaz and Tehrim [30] described the cubic bipolar fuzzy geometric operators. Therefore,
using the data in Table 1 to Table 5, we illustrate the ranking values in Table 9.

Table 9. Representation of the comparative analysis.

Methods Score values Ranking values

Xu [24] 0.0,0.0,0.0,0.0,0.0 Failed

Xu and Yager [25] 0.0,0.0,0.0,0.0,0.0 Failed

Arora and Garg [26] 0.0,0.0,0.0,0.0,0.0 Failed

Jana et al. [27] 0.0,0.0,0.0,0.0,0.0 Failed

Ali and Yang [28] 0.0,0.0,0.0,0.0,0.0 Failed

Gwak et al. [29] 0.0,0.0,0.0,0.0,0.0 Failed

Riaz and Tehrim [30] 0.0,0.0,0.0,0.0,0.0 Failed

BCIFSWA operator 0.0142,-0.00237,0.02053,0.00487,0.03865 A > A3 > AL > AL > A2
BCIFSWG operator 0.0031,-0.0287,0.00772,-0.00294,0.01996 A > A3 > AL > AL > AZ

The best preference is A3 according to a tool of the proposed BCIFSWA operator and BCIFSWG
operator, which represented the Business Impact Analysis (BIA): Understanding of potential risk
impact of a cyberattack on business the improvement in the risk assessment model is the key aspect.
Further, the prevailing techniques have failed because of their limitations and problems, and due to
this reason, they failed to cope with the data in Table 1 to Table 5. Hence, the proposed theory is
more reliable and more efficient than existing models.

7. Conclusions

The major contribution of this manuscript is described below:
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1) We describe the cybersecurity risk assessment model’s accuracy, timely response, and actions
against potential threats by providing the key areas in which the cybersecurity risk assessment
model can be improved and enhanced.

2) We propose the model of robust aggregation operators based on BCIFS information, called
the BCIFSWA operator, BCIFSOWA operator, BCIFSWG operators, and BCIFSOWG operators,
with some practical properties, called idempotency, monotonicity, and boundedness.

3) We discuss the MADM model based on proposed operators for evaluating the enhancement
of the cybersecurity risk assessment techniques with a comprehensive approach.

4) We illustrate numerical examples based on decision-making techniques for assessing the
comparative analysis among the proposed ranking values with existing ranking values to show
the worth and verity of the designed models.

In the future, we will enhance the theory of robust operators for bipolar Pythagorean fuzzy
information with some new extensions, such as Z-number extensions [31] and LMAW and DNMA
Techniques [32]. Then, we will discuss their application in clustering analysis, medical diagnosis,
artificial intelligence, and data science to improve the worth of the proposed theory.
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