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businesses and industries, including the banking industry. However,
implementing IoT on a large scale in an industry as complex as banking is
challenging. While the advantages and role of IoT in banking are clear and
increasing with various studies, inadequate implementation of [oT can lead to
potential risks and failures. This research aims to assess the banking
industry's readiness for implementing IoT, specifically focusing on their IoT
implementation readiness. The study identified the factors and aspects
affecting the research topic using a systematic review method and classified
its enablers into dimensions, components, indicators, and sub-indicators.
After validating the initial model with experts, the final model revealed that 7
dimensions, 8 components, and 63 indicators influence the readiness of the
banking industry to implement [oT. To rank the main aspects of the study, the
Fuzzy SWARA method was used, and the results showed the following
ranking: the dimensions of hard infrastructures, soft infrastructures, supply
chain infrastructures, organizational factors, environmental factors,
education and users, and security and privacy ranked first to seventh,
respectively. The identified dimensions, components, and indicators provide
a robust model for assessing the readiness of the banking industry for IoT
implementation. The findings highlight the complexity involved in
implementing IoT on a large scale within the banking sector.
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1. Introduction

loT is considered the third wave of development in the electronics and communications world
after the Internet and mobile [1]. Its initial experiments and network expansion involved connecting
to industrial equipment [2,3]. The concept was first introduced by Kevin Ashton in 1999 and was
initially used in businesses to monitor the supply chain and logistics processes using the internet to
track and identify products during transportation [4-6]. According to Gartner's annual survey of the
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technology Hype cycle, 10T is seen as a potential and growing technology. Its initial growth,
acceptance, impact, and maturation are expected to take between 5 and 10 years [7]. Various
associations, organizations, and companies are active in the field of 10T, each interpreting its role
differently and providing different definitions of it [8,9]; Examples of such organizations include the
Internet of Things Consortium, the loT Association, the International Telecommunication Union (ITU),
the European Telecommunication Standards Institute, the Institute of Electrical and Electronics
Engineers [10], the IBM Institute, the Gartner Institute, the Cisco I0TG, the Internet Society, and
others. For instance, according to the Internet Society (ISOC), by 2025, there will be 100 billion
devices connected by IoT, and its economic impact on the world will be over $11 trillion [11]. The ITU
considers loT as one of the four advanced technologies in the field of ICT to develop an information
and communication society [12]. Cisco has extended loT into the Internet of Everything (IoE), which
includes people, places, and things. In general, |oT comprises an ecosystem where various active
technologies work together to shape the IoT value chain. These technologies include the internet,
communication networks and protocols, standards, things and devices, sensors, cloud computing,
big data, applications, and security and privacy [1,9,10,13,14]. These technologies are grouped into
three categories: object-oriented (devices and sensors), internet-oriented (communication protocols
and networks through the internet), and semantic-oriented (data analytics and knowledge)
[13,14,15]. Each enabled-technology plays a role in the loT ecosystem and has subsystems that
businesses and industries must work together to provide [16]. Research have also investigated this
issue. For example, some have examined the loT ecosystem and its elements and factors affecting it
[14,17]. Others studies have examined the assessment of 10T readiness in industries, businesses, and
countries, highlighting the challenges ahead and the indicators affecting loT implementation [10,18].
Additionally, other studies have depicted the applications and future of 10T in various industries, such
as smart cities, smart manufacturing, banking, and more [6,19]. These challenges, factors, and
indicators affecting loT have forced businesses and industries to the assessment of their readiness to
enter the loT domain for successful implementation [5,10]. They assess their environmental
readiness and business model with specific motivations and goals, and first define the indicators and
factors affecting their business that is based on loT [16,20]. Stakeholders and key actors are evaluated
to develop proposed indicators, which are then used to determine the final set of indicators.

2. Research problem and question

Today, most businesses and countries are aware of the advantages of loT and are actively seeking
to integrate it into their infrastructure. However, the implementation of loT requires careful
consideration of the key components within its ecosystem and the challenges it presents. Prior to
adopting loT, it is crucial to assess the factors influencing this ecosystem, particularly the availability
of both soft and hard infrastructures, which is referred to as "readiness." As defined by Parasuraman
in 2000, technology readiness encompasses four fundamental principles that reflect how individuals
and users respond to their preparedness for new technology or innovations. These principles
emphasize the softer aspects of readiness, including trust, response mode, and attitude
(Parasuraman, 2000). Identifying and evaluating these dimensions can facilitate the adoption and
implementation of new technologies. However, this is just one aspect of loT readiness, and other
influencing factors and dimensions must also be considered. Therefore, loT readiness should be
examined within a broader framework that encompasses various factors and dimensions impacting
its implementation.
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The intensity and impact of these factors may vary across different businesses and countries. By
thoroughly analyzing the factors influencing the 10T ecosystem and identifying the dimensions that
represent these influential factors—while also providing the necessary infrastructure—the full
benefits and potential of |oT can be realized. Iran, with its recent advancements in ICT infrastructure,
recognized by the International Telecommunications Union, and the emergence of startups and new
businesses, holds significant potential for loT implementation, particularly within its banking sector.
However, the banking industry cannot hastily implement loT without a well-thought-out strategy.
This implementation requires consideration of technical and digital infrastructure, educational and
financial resources, marketing strategies, organizational effectiveness, environmental factors, and,
most importantly, the various actors within the loT value chain. This process of review and
assessment is commonly referred to as "readiness."

To successfully leverage loT technology in banking, various aspects of its implementation must
be considered, including ensuring security and privacy in loT data transmission, establishing
integrated databases, having a skilled pool of experts, creating user awareness, and developing
comprehensive roadmaps. These factors contribute to different levels of readiness. Assessing this
readiness becomes a critical step in implementing new technologies like 10T, particularly in
developing countries such as Iran. Recognizing the significance of readiness, this research aims to
assess the banking industry's readiness for loT implementation and propose a model for conducting
such assessments.

In addition, a key objective of this research is to apply advanced methods for ranking the main
dimensions of loT readiness in the banking industry. Specifically, the fuzzy SWARA method will be
utilized to rank the dimensions based on their importance. This method will help in evaluating the
intensity and impact of each factor, enabling the development of a comprehensive model for loT
readiness assessment. Thus, the research will address the following questions:

e What factors influence the banking industry's readiness for loT implementation and how are
they categorized across multiple dimensions?

e What are the indicators of the dimensions of the banking industry's readiness for loT
implementation?

e How can a model for loT readiness in the banking industry be developed and implemented?

e How can the fuzzy SWARA method be applied to rank the dimensions of loT readiness based
on their relative importance?

e Whatis the relative importance of each dimension identified in the 10T readiness model when
using the fuzzy SWARA method?

3. Research literature background

As stated in Section 2, the loT has an ecosystem where its elements and subsystems work
together, and the loT value chain affects it so that the actors and stakeholders involved in it cooperate
to guide this ecosystem into seamless connectivity. Various studies have investigated the loT
ecosystem, each introducing components that demonstrate a convergence between them. Table (1)
shows the components of the loT ecosystem in the research reviewed.

Table 1
The loT ecosystem and its components from the perspective of research.

loT ecosystem components Ref.
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Hardware, middleware and presentation, electronics (Microcontrollers and transceivers),
software, sensors, actuators, and network connectivity, cloud computing, addressing [17]
schemes, data storage & analytics, visualization,

Compatibility, scalability, interoperability, and security, standardization of architectural,

: oo . [21]
programming, communication, and cybersecurity
hardware and software platforms, computational resources, storing resources, disk
resources, network resources, Application Programming Interface (APl), Operating [22]
Systems (OS), Machine Learning applications
Devices, gateways, operating system, communication, middleware [23]

Objects, Devices and Sensors, Stakeholders, Service Providers, Customers and Markets, 2]
Economic Factors

Semiconductors, Chips, Modules, Sensors, Platforms, Communication Networks, Services [10]
Internet, Things, Sensors and Devices, Communication Networks, Applications, Network (4]
Virtualization, Cloud Networks, Cyber Physical Systems, Wireless Connections, Different
Communication Protocols, Security and Privacy

Things & Sensors, Technical Infrastructures, Communication Networks, Wireless (6]
Connections, Metadata & Data Management, Software, Database

Reliability, interoperability, data localization, scalability, security and privacy [24]
Identity management, discovery of resources, access tasking, vocabulary management, [25]
security management, charging

Internet, cloud computing, applications, communications networks, security and privacy [9]
Objects, Devices, Smartphones, Tablets, Sensors, Wireless Communication Technologies,

Communication Networks [26]
Things & Sensors, Communications & Network, Cloud Space, Software, Mobile Ecosystem, [27]
Suppliers

loT System (Uses & Application), Things and Objects, Sensors and Devices, Control & [28]
Operation of loT Systems by Organizations, Service Providers, Customers, Markets

Heterogeneous Devices, Scalability, Data Exchange Using Wireless Technologies, Energy [14]

Optimization Solutions, Localization and things Tracking Abilities, Self-Organization Ability,
Data Management and Semantic Interaction, Security and Privacy Mechanisms

Organizations and businesses must address loT-enabled technologies by cooperating and
integrating with their ecosystem. These technologies are like paradigms of computing (cloud, fog,
and edge) for transferring and managing data from devices to data centers [29], Big Data (data
advanced analytics technologies and algorithms) [30], Artificial Intelligence (tools for extracting and
analyzing useful data and Increased security of data and information on gateway and network)
[31,32], and Semantic technologies (such as WoT for displaying data to the end-user on web pages
and monitoring devices and data at source). Research has also paid into this issue. For example, Wang
& et al. [33] by presenting a model, by presenting a model, consider three loT-related technologies
for industries' readiness for loT implementation, including the Internet of Everythings "IoE,"
(protocols required in the physical layer of IoT to communicate and connect among things), a cloud
of things "CoT," (Cloud platforms for data collection and analysis them in the loT application layer,
using various analytical tools such as machine learning, data mining, and modeling) and web of things
"WoT," (How to display and configure objects and status them through tracking, monitoring and
remotely controlling them using web pages), which also security and privacy in these technologies is
a major challenge for industries. In another study, Albishi & et al. [4], by exploring the l0T ecosystem,
have identified emerging technologies for loT that include cloud computing (for storing, editing,
managing, and processing data and information using multiple servers), semantic technologies (using
semantic web-based formats in 10oT), autonomy (Device Autonomy and real-time Behavior) and
awareness (integration of devices and objects with the Internet to understand data collection and
generated content), as key challenges and benefits of businesses in the future. Also, the International
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Telecommunication Union (ITU) (2017) has examined 4 technologies in ICT that are very closely
related to each other, including loT, big data, cloud computing, and artificial intelligence. They
consider these four technologies, particularly the analytics of data generated from connections that
lead to sustainable development in countries and business cooperation [12,34,35]. In addition,
several studies have examined factors that influence the loT ecosystem, categorizing them as drivers,
enablers, dimensions, indicators, challenges, and solutions that have a significant impact on the
implementation and deployment of loT. These factors are intricately linked to the loT value chain,
either influencing it or being influenced by it. Table (2) provides an overview of the papers reviewed
in this format, with the majority of them focusing directly on the factors and dimensions that affect
the preparedness of the banking sector for loT implementation.

Table 2
Factors affecting loT readiness from various research perspective.

No. Factors, Dimensions, Indicators, Constraints and Challenges Affecting loT Research Ref.
Subject
Capabilities: Integrated hardware and software facilities (Compatibility,
Scalability, Efficiency and High Performance, Heterogeneous Connectivity, Industrial l1oT
Interoperability, Operational Safety and Reliability;); Secure communication Infrastructure
1 networks; Integrated internal and external networks; Integrated cloud and [3]
services; High Security and Sensitive Information Protection; Flexible and Smart

Secure Identification Management and Communication; Customized  Manufacturing
Application Support; Reference Framework of Capabilities.

Critical success
Critical Success Factors: Top management commitment; Organizational factors and

2 . } . - 16
culture; Organizational readiness; Adaptability and agility Industry 4.0 for [16]
organization
Challenges: 10T privacy and security; Customer privacy; Training users loT diffusion in
3 specially to enhance their safety; Secure data sharing; Heterogeneity in [5]
. smart stores
devices
Factors: Personal privacy; Public safety; Industrial security; Dubious data
. . . . Governance and
gathering; Systemic governance approach; loT innovation system; Scope of
. . . Key Processes of
4 loT governance; Policymaking; ICT infrastructures; Regulatory and . [15]
- . . . - loT Innovation
Legitimation; Service Provision and Facilitation; Knowledge Development & Syster
Diffusion; Resource Mobilization; Market Formation; Direction of Research. y
L - loT integration
Factors: Customer needs; Integrated systems; Device interoperability; . c .
5 . in supply chain [36]
Safety of devices
management
Indicators: People and capacity development; Organization, policy and
cooperation; Process management; Technology and technical; Legislation
and regulation; Organizational Training; Risk and Opportunity Management; Maturity and
6 Managing Performance; Monitor and Control; Governance; Requirement readiness [37]
Development and Management; Configuration Management; Process industrial 4.0
Management; Implementation Infrastructure; Technical Solution; Service
Delivery Management; Strategic Service Management.
Factors: Competitiveness among stakeholders; Governance of data security;
Strengthening loT readiness; Guarding the privacy; Diffusion and upgrading Governing the
7 of 1oT; The volatility of online data; Lack of responsibility and accountability rogress ff loT [38]
of corporations; Policies (privacy-by-design and citizen-centric regulation); prog
Protect the interests of loT users.
Factors: Planning, Operability, Awareness, Responsibility, Manpower, Readiness
8 Financial, Equipment, Legal, Training, Infrastructure, Devices & Tools. Framework in [39]

loT Forensics
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10

11

12

13

14

15

16

17

18

19

20

21

Factors: Perspectives of Human, Technology, Governance and

Management, Security Perspective, Policy and Law.

Factors: Aspects of social, cultural, human, technological, financial,
managerial, government rules and regulations.

Factors and Challenges: Size of the manufacturing firms; The significant
amount of capital investment; Knowledge and training of users; Strategic
managerial approach; Qualified human resources; Lack of a collaborative
strategy for digitalization; Require awareness and readiness for loT;
Acquiring and sharing a comprehensive up-to-date knowledge of
technology; Collaborative efforts of all members of supply chains;
Relationships between unions, policymakers, researchers, and stakeholders.
Challenges: Securing environment components; Improper device updates;
Lack of efficient and robust security protocols; User unawareness; Active
device monitoring; Security and privacy issues and threats

Factors & Challenges: Components: Enhanced security, Physical
infrastructures and systems, Smart Applications, Cloud Computing
involvement, Proprietary hardware and software, data analytics,
Standardization of loT platform

Factors: New business model, Demand response services, Customers’
attitudes, Infrastructure development, Technical support, Network
infrastructure, Measurement infrastructures, Information infrastructure,
Security systems, Human Resources, Cost structure, Revenue streams.
Factors & Challenges: Government support, Organizational and financial
aspects, Means and resources for training, HR and skill development
policies, strategies, and plans, Users' training, Data privacy.

Dimensions: Organizational and environmental culture

Factors: Security, Networking, Software Development, Regulations, User
Intention, Efficiency

drivers: Leadership (success, competence, experience, technical expertise,
and leadership abilities; strategic thinking and management system;
alignment with different perspectives and plans; Trust building and the
frequent involvement of the management system with stakeholders), self-
efficacy (Project team abilities and competencies) and environmental
factors (environment of national, international, social, cultural, economic
and political)

Enablers: Government, Policymakers, Financing Agencies, Informal Groups,
and Stakeholders

ICT infrastructure, the use of communication networks (such as mobile and
mobile internet access between users and customers in terms of data traffic
and download speeds), Big data maturity and data analytics, Communication
platforms such as cloud computing and communication devices such as
automated and connected processes, Having experts and staff with the
necessary skills, And public policymakers and resource allocation

Technical / Technology Dimensions (Hard and Soft Infrastructure in Different
Technologies), Understand the Potential Benefits and Understand of
livability, Regional and National Policies, Various Stakeholders such as
Government, Industry, and Experts

Number of mobile subscribers, mobile broadband connections such as 3G,
4G, and 5G, ownership of smart mobile devices, SIM penetration and
operators’ investment in mobile and ICT infrastructure

loT Readiness in
Public
Organization
loT Readiness
Level

Awareness and
readiness of
Industry 4.0

Security and
privacy in loT

loT Digital
Forensics
Readiness

Consumer
readiness for
participation in
loT

loT in SMEs and
Industry 4.0

Hofstede
dimensions on
loT readiness
implementation
Employees’
readiness to loT
applications

drivers of
Implementation
readiness of ICT

Projects

Industry 4.0
Readiness

Smart City

Readiness

Role of mobile
operators and

[40]

[41]

(42]

(43]

(44]

(45]

[46]

[47]

(48]

(49]

(50]

(51]

(52]
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22

23

24

25

26

27

28

29

30

31

32

33

Factors: Sensor devices and things, beneficiaries that manage system
activity, service providers, customers and markets (suppliers,
manufacturers, mobile operators), economic factors

Restrictions: Mutual standards and infrastructure such as penetration and
public access to the Internet, ICT and IT infrastructures, security and safety,
socio-cultural factors such as culture and privacy, government policies, and
the age groups population.

Technical and organizational and cultural dimensions (hardware and
software infrastructure, network conditions, strategy and organization,
human resources and organizational culture)

Factors: Stakeholder involvement and the size of the business

Dimensions: Strategy, Leadership, Customers, Products, Operations,
Culture, People, Governance, Technology and Development Team

Dimensions: Organizational, Data analytics, IT Infrastructure, Team
expertise, Leadership, Network technologies, Data integration, Team
experience, Strategy (business models, processes), Storage technologies,
Governance, Security Techniques

Factors: Access to appropriate physical infrastructure, including devices,
networks, data storage, and processing; Basic services such as connections,
computing services, and data transmission channels; User knowledge and
skills; Policies adopted to develop sustainable and scalable solutions
Indicator: Development and deployment of cloud (private and public)
models, data usage (including data sources, data flow and control, and data
centers), data advanced analytics, risk management, and governance
Customer understanding and IoT ecosystem interaction with the business
model, data analytics

Security and privacy

Businesses understanding of the 10T, how to the structure of the business,
partnerships between IoT infrastructures suppliers, sales and supply of
manufactured parts at reasonable prices by suppliers, and international
collaborations

Institutions factors, supply-side factors and demand-side factors: (The role
of domestic companies and their partnerships in providing infrastructure,
university and loT specialists' relationship with industry, cooperation
between domestic and foreign industries, organizational factors, mobile
operators and competitiveness between them by the government, skills and
training, local infrastructure, legal and illegal effects, compatibility with
social roles such as privacy, government policies, strategies, and incentives,
political controls, size and market need and deployment costs)

Challenges: Planning, careful management and supervision/ monitoring,
promotion of knowledge and skill, having experts, ICT and Non-ICT
Infrastructures, data and Information management, security and privacy
and loT ecosystem actors

Dimensions: Social and Economic; Challenges: Policy and Technology
Indicators: reliability, interoperability, data localization, scalability, security
and privacy in relation to the loT ecosystem, bandwidth range level, legal
impacts, access and cost of internet connection, access to data and data
centers, Smart device ownership, cloud space usage, communication
networks, training and skill

ecosystems in
loT development

loT readiness
and factors

affecting its
ecosystem

Smart
Manufacturing
Readiness in
Industry 4.0
Smart
manufacturing
system
readiness

loT Readiness

Role of
Advanced ICTs in
Sustainable
Development
IT Infrastructure
Readiness for
loT in Business
loT readiness
and business
Security and
privacy in loT

Using loT
innovations in
SMEs

The evolution of
the loT industry
and market

loT readiness

loT
Implementation
Indicators

(2]

(53]

(54]

(55]

(11]

(56]

(6]

(57]

(10]

(13]

(58]

[24]
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Solutions: Reduce Internet tariffs, Understanding the use of smart devices,

offering capacity-based discounts, Enhance bandwidth, Ability to Store and

processing data, Providing mechanisms to increase security and privacy,

Adopt policies regarding loT implementation and deployment, Customer

and community awareness, and usefulness understanding of loT usage

Security and
privacy in loT

loT-based business model, data analytics, data and information security, [26]
34 . . and loT-based
technical infrastructure, privacy .
business
changes
Indicators: Environment, Readiness, Use, Impact
. . . . Network
Sub-indicators: (laws and regulations, type of business, quality of .
. . . . Readiness Index
35 management practices, networks of communication and mobile, quality and [59]
o . L . . (NRI), ICT Status
availability of broadband, education/ training, skill, experts, economic and S —
social impacts, government role and support, Suppliers)
Dimensions: Strategy, Leadership, Customers, Products, Operations, Readiness and
36 Culture, People, Governance and Technology Maturity of [60]
Industry 4.0
Environmental and strategic elements, loT-based business model, loT in [27]
37 technology infrastructure availability, information and data management, developing
suppliers countries
Challenges and Factors: Physical and Social Infrastructure, lack of energy,
Internet access and bandwidth, network Infrastructures, Deployment costs
Purchase of equipment and investment by companies) and business .
38 ( quip y P ) loT readiness [28]

challenges, collaborations Public-Private sector together, and the creation
of competition among the domestic companies by the government

Studies have delved into the impact of 10T on banking, specifically, the factors that influence its
implementation and the difficulties that arise. Dineshreddy & Gangadharan [61] have presented an
loT-based financial services system framework. The framework consists of 5 layers. The first layer,
the "Physical Device Management Layer," includes various devices embedded with the sensor;
"Communication layer" refers to the database and cloud space for sending data; "Communication
layer" refers to the database and cloud space for sending data; The "integration layer" is about data
integration and the use of different tools of data storage, integration, and interaction; The "analytics
and processing layer" includes all such actions as, processing and analytics data and using loT
intelligence with various tools such as BI, and the last layer is the "application layer," which relates
to applications and use by end-user. Rimer [61] has presented an loT architecture for financial
services in developing countries. With this architecture model, banks can take advantage of loT
applications and reduce banks' investment in remote areas, theft, fraud, and money laundering, and
increase security and privacy. This architecture model has three main components (platform), data
transfer (edge platform), data storage and processing (loT platform), and data analytics (enterprise
loT platform) that are associated with a variety of communication channels. IoT platforms in these
three components consist of databases, hardware and software systems, and cloud computing, and
this model's basic architecture requires using NFC devices for transactions. Del Giudice & et al. [63]
have investigated the Bank of Things "BoT." They have compared banks using loT to traditional banks.
Research considers loT-based mobile services very important for banks' competitiveness in the
future. To create a competitive advantage and take advantage of loT, loT-based banks should
consider investing in two sectors. First, they manage the loT-based financial services process, and
second, they build partnerships with cloud services providers. Boumlik & Bahaj [64] have examined
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the role of Big data and loT in banking services. They have developed an architectural model for fraud
detection using loT and technologies related to Big data, namely "Hadoop" and "Map-reduce," which
include three layers. The "resource layer" includes using 1oT technology to collect data across multiple
channels, devices, and things in the form of online and offline. The "big data layer" is the use of the
"Hadoop" framework and the "Map-reduce" model to discover and understand fraud patterns and
methods. The "application layer" uses fraud modules and processed data to understand and identify
fraud patterns; Research suggests that real-time transaction data is the best solution to detect fraud
in the banking system. conducted a study examining the utilization of smart bank cards within Russian
financial institutions. Through a case study of the "largest Russian bank," the findings revealed that
the implementation of smart cards proves to be significantly more effective in larger banks compared
to smaller ones. It not only reduces instances of financial theft but also enhances the security of both
customers and the banking system as a whole. However, adopting these smart cards necessitates
substantial costs associated with replacing plastic cards and modernizing ATMs, which require
substantial financial resources and support from both the public and private sectors [65]. Saxena &
Al-Tamimi [66] have examined the role of IoT and Big Data technologies in the bank. By reviewing
and evaluating four banks in Oman, they consider challenges such as high costs to reform and build
R&D infrastructures and obstacles such as organizational barriers (Regulations, Standards, Trust, and
Security), structure and existing processes (Such as the obstacles to rebuilding existing business
networks and creating new business models) part of the challenges and barriers loT implementation.
In order to overcome these barriers, the banking sector needs to take into account several key
factors. These include staff training, security and privacy needs, the institutionalization of IT
infrastructure, changing the business model, investing time and resources, collaborating between
internal and external stakeholders (such as government, university, and other businesses to address
technical challenges), government policies, adopting and applying policy and legal mechanisms, and
the attention to R&D infrastructure. In their view, merging these two technologies and using Self-
Service technologies can predict customer behavior, increase bank productivity, and gain customer
confidence. Schimek (2016), considers the use of innovations from emerging technologies such as
loT, require to provide R&D areas, and banks need to make efforts to innovate in their R&D labs,
which include researches, plans, prototypes, and pilot of products and services [67].

3. Research methodology

The dimensions, components, and indicators in this study were derived through a systematic
review method, which involved a comprehensive analysis of existing literature to identify the key
factors influencing loT readiness in the banking industry. After extracting these dimensions and their
corresponding components, the next step focuses on assigning weights and ranking the importance
of these dimensions. This ranking process will be carried out using the fuzzy SWARA method, which
is specifically applied to the dimensions of the model. In the following subsections, both the
systematic review method and the fuzzy SWARA technique will be explained in detail to provide a
comprehensive understanding of how these methods contribute to the assessment of loT readiness
in the banking industry.

3.1. Systematic Review Methodology

The current research aims to provide a model for the banking industry's readiness to implement
loT. For this purpose, a Systematic Review approach is chosen. "Systematic review" is a tool for
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identifying, evaluating, and interpreting all existing research about a particular research question,
subject area, or phenomenon of interest. A systematic review is conducted to provide a fair
assessment of a research topic using a trustworthy, accurate, and reliable methodology. Kitchenham
[68], to do a "systematic review," says: One must first consider mechanisms for gathering evidence
from different studies and then understand how much evidence could be relied on to cover the
research questions. She provides guidelines for a systematic review that comprises three main
phases: 1) Planning the review, 2) Conducting the review, and 3) Reporting the review. Each of these
phases has stages that include: The first phase consists of the steps: (1- identifying the requirements
for a review and 2- developing a protocol for the review); the second phase includes the steps: (1-
Identification of research, 2- Selection of primary studies or research, 3- assessment of the quality of
study or research, 4- Monitoring and extraction of data and information, and 5- Synthesis of data and
information) and last phase is a single-stage phase [69,70,71].

In this research, following these steps have adopted the method used in the research [72]. At
first, six databases and scientific sites were identified in English, and a search was done with a set of
predefined keywords, and the initial search resulted in 360 research titles. Then, trivial research
resources (articles, books, reports) were removed when reviewing the titles, keywords, abstracts,
and full-text reviews. After an in-depth study of the research sources, they were classified into 4
groups, and the relevant data were extracted from the research sources in each group. The following
steps illustrate these actions:

3.1.1. Searching for resources

First, the following 6 databases and scientific websites were selected in English and were
searched:

“Google Scholar”, “Scopus”, “ScienceDirect: Elsevier”, “Springer & Kluwer”, “Emerald”, and “IEEE”.

3.1.2 Keywords

Given the keywords related to the research, "loT readiness" and "loT in the Bank," and various
searches in different scientific databases, the keyword range that was related to the research topic
and made special help in solving the research problem was expanded, as shown in Table (3):

Table 3
Searched terms in English scientific databases (keywords)

Readiness of 10T/ Internet of things Internet of things /loT readiness

Readiness of countries for the Internet of things Readiness for 10T/ Internet of things

Internet of things /loT implementation Implementation of 10T/ Internet of Things

loT in the bank/Banking loT and Banking/Bank

IoT in financial services loT in the Service industries

Bank’s readiness for internet of things/loT Industry’s readiness for internet of things/loT
IoT/ Internet of Things readiness assessment Industry 4.0 readiness

loT Challenges and Applications loT and Industry 4.0

3.1.3 Inclusion / Exclusion Process
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Initial search for the top terms resulted in 300 research titles that were categorized into 4
categories: "Challenges, Factors, and Dimensions Affecting loT," "loT Readiness," "Electronic
Readiness," and "loT in Banking." The titles on an Excel sheet and resources in the Mendeley Software
Database were stored for management. Initially, documents that were irrelevant to the research
topic (100 titles) and duplicates (40 titles) were removed. To this end, research sources that did not
match the keywords listed above related to the research topic were removed and limited to 160
research sources. Subsequently, 52 sources were removed by reviewing the abstract and conclusion
of research sources unrelated to the four main areas. At this step, the criterion for resource deletion
is based on mismatches with areas that do not fall into the four main areas, which are, 1) loT
ecosystem and applications, challenges, dimensions, and indicators affecting loT in the "Factors
affecting loT" category; 2) loT readiness and related areas such as Industry 4.0, smart city, intelligent
manufacturing and big data and loT implementation in the "loT readiness" category; 3) Technology
Readiness Levels, Technology Readiness Indicators, E-Government Readiness, E-Banking Readiness,
Digital Readiness, and ICT Readiness Indicators in the category of "Electronic Readiness," and 4) loT
applications in the bank, Implementation of loT in the bank, mobile banking, NFC and RFID
applications in the bank, payment systems, financial services, and digital banking in the "Internet of
Things in Banking" category.

In the following, the remaining 108 sources were examined for the full text in terms of
introduction and methodology, and at this stage, 88 filtered sources and 20 other sources that, in
terms of reviewing the full text, were not aligned with the research topic were excluded. Finally, the
remaining research resources were re-reviewed to form the final set of resources for the subject of
the research analysis. The main criterion for selecting the relevant sources is based on the domains
mentioned in the upper four categories. For this reason, research sources that did not cover these
four categories were rejected while their full text was reviewed. These 88 sources are directly and
indirectly involved in the subject area of the research and provide an appropriate roadmap for
answering the research questions. But the main basis of the research consists of 55 final sources that
cover the dimensions, indicators, variables, factors, models, frameworks, and architectures that are
effective on "Readiness of loT and its applications in banking," and most of the components of the
research model have been extracted from them. But 33 other sources cannot be trivial. Table 4 shows
the process of Inclusion / Exclusion of research resources:

Table 4
process of Inclusion / Exclusion research resources

Number of Number of documents
Process ..
documents deleted remaining

primary list of Research Resources 0 300
the Delete based on title and keyword 140 160
the Delete based on abstract and conclusion 52 108
the Delete based on full text 20 88
Modification based on the main base of research 33 55+33
Final List - 55

Figure 1 also shows the frequency of research resources available in 11 areas, including A) “Vision,
Challenges, Opportunities, Applications, Solutions, Strategy and Future of IoT”; B) “loT and Related
Technologies in Banking and Payment Systems”; C) “loT readiness and related indicators”; D)
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“Industry 4.0 readiness “; E) “Security and Privacy Issues and Challenges in loT”; F (“loT
Implementation Models and Frameworks”; G) “Digital readiness”; H) “ICT and ICT Readiness”; M)

“Other Documents.”
(o)
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Fig. 1. Frequency of categorization of reviewed research sources
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After reviewing previous research, the research hypotheses (Dimensions, Components,
Indicators, and Subheads), or in other words, the enablers, were determined that the initial model
consists of 7 dimensions, 8 components, and 68 indicators. These components were then evaluated
in a questionnaire format by 8 experts for model validation. Expert panel members include academic
experts in IT and loT who are familiar with loT technology and management concepts, as well as work
and scientific experience. Lawshe test (Content validity check using relative content validity
coefficient "CVR") [73] and binomial test (in non-parametric statistics) were used to assess the
validity of the model. Due to limited space, these analyzes have yet to be included in the research.
The analysis results show that all 7 dimensions and 8 components were accepted, but out of 68
indicators, 5 were not approved. Figure 2 shows the final research model. In Figure 3, large circles,
hexagons, and small circles represent the dimensions, components of each dimension, and indicators
of the model, respectively, in which the numbers inside represent the number of corresponding
elements.
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Table 5 shows the frequency of 7 dimensions of research in previous research:

Frequency of dimensions used for the research model in terms of the previous research.

Table 5
Authors

SI*  HI"
[3] v v
[16]
[5] v
[36] v
[15]
[37] v v
[38]
[39] v
[40] v v
[41] v v
[42]
[43] v
[44] v v
[45] v v
[46]
[47]
[48] v v
[50] v v
[49]
[33] v v
[2] v v
[53] v v
[51] v v
[55] v v
[64] v v

EF
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ANENENENEN

AN
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3.2. Fuzzy Stepwise Weight Assessment Ratio Analysis (SWARA) Method

Fuzzy methods and decision making are used in many studies [74,75,76,77,78], one of which is
fuzzy SWARA. In this study, the Fuzzy SWARA method is used due to its capability to handle
ambiguous and uncertain data. Decision-making in complex, multi-criteria environments is often
confronted with challenges such as imprecision and uncertainty in evaluations [79,80,81,82]. The
fuzzy SWARA method, by combining expert opinions and fuzzy logic, enables the effective processing
and analysis of expert assessments, which are often expressed in the form of fuzzy and uncertain
data. The fuzzy SWARA method is particularly efficient in problems where criteria and options are
characterized by uncertainty and ambiguity, allowing researchers to prioritize options more
accurately and make better-informed decisions. The steps of the fuzzy SWARA method are as follows
[74]:

Step 1: Identifying Dimensions

In the first step of this research, the dimensions were extracted using the Systematic Literature
Review method. The SLR method, by combining results from various studies and integrating existing
information, provides a comprehensive and reliable view of the different dimensions, which is critical

to the precision of the fuzzy SWARA method.

Step 2: Collecting Expert Opinions

133



Journal of Intelligent Decision Making and Information Science
Volume 1, (2024) 120-155

In the second step, expert opinions from the academic field were collected. These experts had
significant expertise and experience in the fields of information technology and information systems,
and their opinions were utilized to enhance the accuracy and credibility of the analysis results. A
precise and systematic process was followed to select the final experts, where 10 individuals with the
required qualifications and scientific competence in this area were chosen. These qualifications
included practical experience in relevant fields of information technology, active participation in
research and academic projects, and the ability to analyze complex issues within information
systems. The goal of selecting these experts was to ensure the validity and reliability of the research
results and to achieve accurate scientific and practical analyses that contribute to better decision-
making in this domain.

Step 3: Integrating Expert Opinions

The expert opinions were integrated using Formula 1. In this formula, M represents a fuzzy
triangular number, and k is the number of experts.

ki
<, .

=~ =1 ,Jj—1,k

Gi,j_l = L kl] (1)

The sum of two fuzzy triangular numbers is calculated using Formula 2.

M, + M, = (11 +11,m1 + m2,ul + u2) (2)
Step 4: Defuzzification

In this step, the indicators are defuzzified using the following formula, and are examined along
with the fuzzy data.

ul-j - IU + mij — IU
3

D;j = + I 3)

Step 5: Calculating the Growth Rate

The indicators are arranged in descending order based on their defuzzied values. Then, the
difference between each indicator and the preceding one is calculated, denoted as Sj. Subsequently,
the growth rate for factor j is calculated based on Formula 4. For the first factor, this growth rate is
assumed to be equal to one by default.

(1 j=1

Step 6: Calculating the Key Factor Importance

This indicator is derived from Formula 5, where, by default, the importance coefficient for the
first factor is assumed to be one.
1 j=1

kj

i>1 (5)
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Step 7: Calculating the Relative Weight

The fuzzy relative weight for each key factor is calculated separately using Formula 6.
wW; = qj
j—N5n .
Zj—l qj

Step 8: Defuzzification of Relative Weights

(6)

The crisp weight for each factor is determined using Formula 7. These weights represent the final
ranking.

(Wyj = wyj) + (Wi — wyj)
Dij = Ll J 3 U] J +Wl] (7)

4. Research findings

The future of banking is heavily influenced by technological advancements such as Al, 10T, and
digitalization. As noted by Ashayeri et al. (2024), these innovations are reshaping customer
engagement and service delivery, opening new opportunities for growth. The integration of 1oT in
banking enhances operational efficiency and supports more personalized services. These
technologies align with the need for robust infrastructures, both hard and soft, enabling banks to
stay competitive and meet evolving customer demands [83]. In terms of methodology, evaluation,
and comparison of the quality of review research shows, studies focusing on the challenge, vision,
application, and future of the loT have focused more on the hardware, software, and security aspects
of the loT, which they consider the preparation and attention to these components to be the cause
of the realization of the Internet of Things [4,14,15,16,26]. And other studies that have discussed loT
readiness, factors, and indicators affecting loT and loT applications in the bank, such as
[2,3,5,6,10,11,13,24,27]. show that in addition to the readiness of hard and soft infrastructure and
increased security and privacy in the loT ecosystem, different actors and stakeholders in this
ecosystem should be considered. By combining and summarizing these studies, it can be understood
that the factors that affect the readiness of the Internet of Things in banking can be classified into 7
dimensions, which are: "Soft Infrastructure (Software, applications, platforms, databases and data
analytics)," "Hard Infrastructure "(Hardware, network, devices, internet), "Environmental Factors,"
"Organizational Factors," "Customers and Training," "Supply Infrastructure (Suppliers and service
providers)" and "Security and Privacy." Eight components, 67 indicators, and 4 sub-indicator, in
addition to these 7 dimensions, affect the readiness of the loT in banking, Which includes three
components "culture and society," "politics (laws, regulations, and government)" and "international"
in the dimension of "environment," and the five components of "organizational strategies,"
"management system," "rules and regulations of the organization (standards, monitoring, and
evaluation)," "staff and skills" and "finance" in the dimension of "organization." This section focuses
on the dimensions of the research model and discusses the results obtained.

4.1. Dimension of hard infrastructure (hardware, network, devices, internet)

Hardware infrastructure can be considered the main foundation of the loT ecosystem, which is
of special importance in the four layers of the loT, namely "physical," "network," "integration," and
"application," its special role is more prominent in the physical (device) and network layers [3,36].
Figure 3 shows the indicators of this dimension. As Wang et al. [33] point out, the industry's attention
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to the three technologies "loE," "CoT" and "WoT" is important for loT implementation. The
profitability and efficiency of banking infrastructures, such as loT- based ATMs, can significantly
benefit from predictive models and data-driven decision-making. The banking industry should also
pay special attention and invest in "quality, high-speed and secure communication networks,"
"ensuring the secure connection of objects and devices to collect data," "Providing secure cloud
infrastructure for collecting and storing, transmitting and analyzing data obtained and computations
on them," "Providing multiple and integrated databases to collect big data for data analytics," and
measure the readiness of their business in this infrastructure.

Availability of suitable and high-

speed servers for communication
networks, web-based platforms, an
databases.

Availability of IoT-based
devices, sensors and chips
in various parts of the
banking system.

Providing wireless and
wired internet access

Hard

infrastructure
dimension

Rate of use of telephones
and other IoT-based smart
devices by users in the
banking system.

Availability of IoT

protocols and standards
appropriate to the banking
system.

channels in banking for
different users.

Adequacy of Internet and
mobile bandwidth for IoT-
based banking services.

Speed and quality of
Internet access.

Fig. 3. Indicators of hard infrastructure dimension

4.2. Dimensions of soft infrastructure (software, applications, platforms, databases, and data
analytics)

Soft infrastructure is closely related to hard infrastructure and, like hard infrastructure, plays a
special role in the four layers of the loT. The most important difference between these two
dimensions is that this dimension refers more to the application layer, which can analyze data with
artificial intelligence and big data tools. Their main common point is in the integration layer. Data is
collected by objects and devices (in hard infrastructure) and various platforms (in soft infrastructure)
and stored in databases and cloud space [3,5]. The readiness of the banking industry for loT
implementation relies heavily on advancements in soft infrastructures. Silicon Valley's technological
innovations, such as advancements in Al and microprocessor technologies, provide a roadmap for
improving operational efficiency and scalability in banking systems. Figure 4 shows the indicators of
this dimension. The banking industry should evaluate the components involved in this infrastructure
before implementing loT in their business structure and model because experience shows that a Lack
of readiness in the technical infrastructure is one of the reasons for the failure of loT implementation.

136



Journal of Intelligent Decision Making and Information Science
Volume 1, (2024) 120-155

Availability an integrated database
for storing, using, fusion and
integrating data and information

from different sources

Availability of platforms
and operating systems
compatible with IoT
services

Ability to configure and
integrate various IoT-based
applications.

Soft

infrastructure

PI‘OVISIOI} of appropriate dimension Availability secure cloud
security software computing platforms
mechanisms. puting p '
Availability of data Technical support to solve

analytics tools. users' problems.

Fig. 4. Indicators of soft infrastructure dimension

4.3. Environment dimension

The environment of a business is defined based on its constituent elements. These elements can
affect a business or be influenced by it. The entry of the banking industry into the IoT is no exception.
Several factors in this dimension can affect the implementation and realization of the loT. Several
studies have pointed to these factors, including: 'International cooperation between domestic and
foreign companies' [10], 'lllegal and legal influences, government policies, international cooperation,
political controls, market size, and needs' [13], 'Cultural and social factors' [2], 'Government policies
for loT investment by the public and private sectors' [28], 'Social and economic dimensions' [24],
'Public policymakers' [50], 'Regulators, government policies and the adoption of laws and their
effects' [12], 'Social and legal concerns about data usage' [26,41]. Environmental factors significantly
influence the readiness of the banking sector for lIoT implementation. Insights derived from social
media discourse have been shown to impact decision-making processes in government agencies [84].
Understanding the environment and the banking industry's readiness to respond to environmental
impacts can facilitate loT implementation. Considering the review of previous studies, this study
considers three components effective in the environmental dimension. These components have
discussed below:

4.3.1. Culture and community component
Government and organizational structure play a critical role in the cultural and social factors
influencing loT implementation [41,46]. To implement loT in banking, relevant government agencies

must first familiarize users with the concepts and benefits of IoT and create a strong cultural
background before using loT with multimedia tools. Figure 5 shows the indicators of this component.
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The level of interest of users
in using loT-based tools and
services in banking

Culture and
Community

The level of culture-
building before the use of

The level of trust of
customers, employees, and

other users in the IoT Component 10T in banking
The literacy level of
Age ratio of IoT users customers and banking
users

Fig. 5. Indicators of culture and community component

4.3.2. Policy component (laws, regulations, and government)

The International Telecommunication Union considers one of the four main factors in the
understanding of technologies such as loT by countries and businesses to be the adoption of policies
and guidelines to develop sustainable and scalable solutions [12]. Government policies in enacting
and adjusting laws, creating market competition, incentives and budgets allocated, and providing key
infrastructure can be challenges and political factors influencing the implementation of the loT. By
creating a framework, government agencies can adopt general policies for loT implementation, and
regulators and the banking system can facilitate loT implementation by considering this framework.
The indicators in Figure 7 can determine the government's influences in various ways on the
implementation of 10T in banking:

Providing a comprehensive plan for
the implementation, use, and
development of IoT banking by the

. government Availability of legal
Attention to the role of frameworks and references
regulatory institutions in for prosecuting IoT-based
the implementation of IoT security crimes and its
in the banking system effectiveness
Policy
Availability of legal Component Creation a legal system for
frameworks for the use of the IoT implementation in
IoT data and its efficiency the banking system

The extent of government
incentives to
institutionalize a culture of
using IoT in banking

The extent of government
incentives to provide IoT
infrastructure in banking

Fig. 6. Indicators of policy component

4.3.3. International component

Several studies have pointed to the cooperation of domestic and foreign companies to provide
components to the loT ecosystem in businesses. For example, some studies have focused on
approaches such as suppliers and domestic producers to produce and supply soft infrastructure, and
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on approaches such as imports, partnerships, and international investment to provide hard
infrastructure [13,28]. Banking industry policymakers should consider which domestic and foreign
suppliers are appropriate for their industry to provide the equipment needed to implement loT [85].
Because sometimes the supply of equipment by foreign companies may be cheaper than their
production in the environment in which the banking industry operates. The indicators in Figure 7 can
well describe this component.

Paying attention to the role of
sanctions and their effects on
international cooperation and the
provision of equipment and
infrastructure

The extent of participation and
cooperation with international
companies

International

Componen

Fig. 7. Indicators of the international component

4.4. Organizational dimension

In addition to the macro-environment, policymakers in the banking industry should also consider
the micro-environment or the internal environment of their business, and not look at their
organization with an "everything good" view. From the organizational point of view, factors such as
strategies, setting and adjusting of organizational rules and regulations, management system, staff
and necessary skills and financial issues also affect the implementation of IoT. There are several
factors in this dimension that can affect the implementation of the IoT. Several studies have pointed
to these factors, including: 'Impact of organizational rules, skills and training' [13], 'Economic factors'
[2], 'Strategies, planning, careful management and monitoring, training and presence of experts'
[40,58], 'Establishment costs' [28], 'Adopted organizational policies and training and skills' [24].
Several studies have also pointed to the organization's focus on the loT-based business model, such
as model structure, new model creation, and change [6,16,26]. The following are five components
that affect the organizational dimension of loT implementation:

4.4.1. Component of organizational policies and strategies

loT developers and managers in the banking industry, in addition to reviewing and analyzing
benchmarks and increasing R&D programs theoretically, need to create an appropriate roadmap
(Setting policies, strategies, goals) to steer their business model toward practical loT implementation
activities [48]. By examining these analyzes, they will find out which loT projects are appropriate for
their business model for investment. Figure 8 shows the indicators of this component. Recognition
and study of these indicators can be a good understanding of this component.
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Creating a comprehensive and
codified executive plan in the short
and long term for implementing
ToT in banking

Organizational
policies and
strategies

Component
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Creating an JoT-based
banking business model

Strengthening the IoT
research and development
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Fig. 8. Indicators of organizational policies and strategies component

4.4.2. Component of rules and regulations (standards, monitoring and evaluation)

In addition to the loT implementation roadmap, for the effectiveness of the policy framework,
the role of internal rules and regulations should also be considered by developers and banking
managers for loT implementation, which includes standards, monitoring, and evaluation [48]. As
Saxena and Al-Tamimi, [66], point out in their research, the existence of certain rules and standards
is one of the organizational barriers to implementing 10T, The banking industry should also adopt
rules and standards that, in addition to facilitating the implementation of the loT, take into account
the interests of all stakeholders and pursue organizational goals while maintaining a balance between
their interests. Figure 9 shows the indicators of this component.

Adoption Intra-
organizational rules and
regulations effecting
implementing [oT

Providing an evaluation
system to monitor loT
service providers in
banking

Rules and
Regulations
Component

Adoption of security rules,
regulations, and standards
for the use of IoT data

Creating standards for
monitoring and evaluating
IoT projects

Fig. 9. Indicators of rules and regulations component

4.4.3. Management system component

Several studies consider it important to pay attention to management factors to assess the
readiness of the loT implementation by the organization, including: Careful management and
monitor [39,58], Strategic thinking, management commitment, introducing managers to the
concepts of ICT and building trust [49], Quality of management methods [59]. Figure 10 illustrates
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the indicators of this component. Paying attention to the four indicators mentioned in the figure
below by the banking industry can readiness the management system and guide managers to create
loT-based competitive advantages through its implementation. But why is it critical for the
management system to be ready to implement loT? Many managers still have not correctly
understood the concepts of loT, which is due to the lack of training and familiarity of managers with
its concepts, which should be achieved through IT managers or at a higher level of government role.
One of the reasons can even be the lack of competition and traditional management trends by
banking industry managers, especially state-owned banks. These managers can be divided into three
categories: 1) Managers who see the loT as a threat to the organization, 2) Managers who are
interested in using loT in their organization, but are afraid of failure, and 3) managers who fully
understand loT implementation and are not afraid to implement it, but do not know where to start.
If there are a strong development team [54] and the appropriate advice to guide managers, then the
banking industry can implement loT with strong managerial backing [48].

Awareness and understanding of
banking managers of IoT

applications to create a
competitive advantage

The commitment of the

Training managers to Management R
. . . organization's management
increase their IoT skills in System .
bankin to implement ToT
g Component programs

Senior management
support

Fig. 10. Indicators of management system component

4.4.4. Component of staff and skills

Most studies have pointed to necessary skills (skilled and expert people) in the loT ecosystem
[6,13,28,40,50,51,54]. Skills can be in the form of loT-related technical skills, such as data analysis
skills [6], academic specialists to collaborate with business [13], and experts with analytical, technical,
engineering, etc. skills according to business needs [16,50]. Some studies have used the term staff in
addition to skills and experts. Employees can mean office or non-office staff (experts) and even
support staff. By preparing their employees to implement loT and gaining the necessary skills through
experts, banks, in addition to preventing staff resistance to using loT, can familiarize other users, such
as customers, with 10T goals through trained staff. Figure 11 depicts the indicators of this component.
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Employing experts and
specialists in various fields
related to ToT in banking

The level of employees' Staff and
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Fig. 11. Indicators of staff and skills component

4.4.5. Financial component

This component refers to significant financial and economic impacts on loT implementation,
which can include the amount of budget allocation, the amount of investment in loT infrastructure
and projects, and financial support. While loT adoption in banking offers numerous opportunities, it
is essential to distinguish between authentic value creation and speculative hype. Lessons from Al's
integration into financial markets provide a cautionary tale for evaluating loT's true impact on
banking. Figure 12 illustrates the indicators of this component.

Share of budget, cost and investment

of the banking industry to supply and

purchase loT-related equipment and
infrastructure

Allocatmg? budget to 1ra{n Financial ToT budget share of total
employees and customers !
from the total IoT Component budget of IT and banking

implementation budget projects

Allocating a budget for The amount of investment
hiring and training experts in IoT projects

Fig. 12. Indicators of the financial component

4.5. Dimension of customers and training

In two dimensions, organizational and environmental factors, the role of loT policymakers and
developers in customers and education was somewhat mentioned. Most studies have considered
the role of the customer and training as an effective factor in implementing loT in environmental and
organizational factors [41]. These studies have directly addressed the end user, i.e., customers, see
Table 4. For example, in cooperation with the banking industry, the government should first
familiarize its target community (End-users) with loT-based services and how to use devices,
platforms, and applications by holding courses and providing free multimedia training packages. Even
according to Baller et al. [59], The amount of customer revenue to use these services should be
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considered by businesses, and they should evaluate the affordability of their users, especially
customers, whether they can afford to use these services or not. Then implement loT-based projects.
Figure 13 shows the indicators of this component.

Providing free training courses or
packages to familiarize customers with
ToT-based banking services and how to
use IoT devices and applications in the

form of multimedia.

Measuring the income or

financial affordance of Customers Level of customers’
customers to use [oT and Training familiarity with how to use
services and devices in Dimension ToT-based services.

banking.

Fig. 13. Indicators of customers and training dimension

4.6. Supply infrastructure dimension

Various studies have examined the importance of this dimension with terms such as suppliers,
providers, stakeholders, aid agencies, funding agencies, and the partnership system. See Table 4. In
the loT ecosystem, hard and soft infrastructures are the foundation of loT (stems and roots), but
these stems and roots need nourishment and energy. A coordinated value chain can meet these
needs. In the loT value chain, supply infrastructures play a role in supplying this feed and energy [41].
The table 4 shows the importance of this dimension in the research.

Table 6

The importance of supply infrastructure dimension in the research

Role of supply infrastructures Research
Domestic companies such as mobile operators and companies active in the [13]
field of IT and ICT, Cooperation, and participation of foreign companies
Stakeholders such as service providers, manufacturing companies, [2]
purchasing companies, and mobile operators
Investment of IT companies [28]
Cooperation between companies and resource allocation organizations [50]
Cooperation and communication between stakeholders [54]
Relevant market stakeholder and supplier interventions [53]
Competition and cooperation between suppliers [10,59]
Cooperation of service providers [12]

As discussed in the section on the environmental dimension of "cooperation and partnership with
international companies," this cooperation and partnership is closely related to the supply
infrastructures dimension. Service providers may be the public sector, the private sector, or a
combination of both. And cooperation between them to provide resources and infrastructure is
based on domestic and foreign activities [86]. An example of this collaboration that businesses and
loT project developers should consider is working with mobile operators and Internet service
providers. Because they play an important role in communication and network infrastructures. This
system of cooperation requires a comprehensive and multilateral system of partnership between
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businesses, stakeholders, suppliers, government, and especially the banking industry. The banking
industry needs stakeholder cooperation and collaboration to provide loT services and infrastructure.
Even this partnership will create new businesses and technological business models in the banking
industry. Figure 14 shows the indicators of this dimension.

The level of activity of firms and
enterprises supplying and providing
ToT infrastructure and services in
the banking system

Cooperation and
partnership of government
institutions with the
banking system to provide
infrastructure

Supply
Infrastructure
Dimension

Cooperation of operators
and telecommunication
companies with banking

Providing a system of cooperation
between companies and
organizations with banking to
provide infrastructures

Fig. 14. Indicators of supply infrastructure dimension

4.7. Security and privacy dimension

Security and privacy are among the most important challenges in the loT ecosystem, and scientific
and research perspectives seek to solve related problems and issues. Table (5) shows the importance
of this dimension in research. Also, according to Table (1), some studies consider security and privacy
as part of the loT ecosystem. Miorandi et al. [14] refer to the security of loT data when transferring
data from the physical layer to the database and managing it through security and privacy
mechanisms with an appropriate security architecture. Wang et al. [33] consider high security and
privacy from the beginning of receiving data from the loT physical layer to displaying and configuring
data through web pages. Benias and Markopoulos [57] consider the security of data and information
from objects and machines based on sensors and loT networks to be one of the challenges of Industry
4.0. In their view, lack of security priority by manufacturers, poor data access practices, lack of secure
mechanisms for automatic updating, use of public cloud space, and lack of standards and policies for
using user data are the concerns of this challenge. And they believe that businesses should consider
providers' security features and capabilities before purchasing loT-based devices and machines.
Singh and Singh (2016) consider data security issues the biggest challenge for loT-connected devices.
Concerns about these challenges include privacy leaks, data transfer from Internet-connected
devices to the database, lack of common data access standards, technical concerns about data
storage and protection, and legal and social concerns [26]. Kunle et al. [2] consider security
challenges, especially cultural and social issues, in terms of privacy and users' perceptions of how
companies use their data to affect the development and implementation of loT. Most studies show
that security challenges in the lIoT ecosystem and its solutions revolve around three issues: 1) Security
in loT devices and objects (physical layer) to prevent tampering and malicious attacks and unrelated
access to devices, networks, and communication protocols. 2) Secure path of data transfer from
receiving and transferring data to data analysis "Security of servers and data storage space." and 3)
Users' privacy preservation or permission to use loT data and information. The adoption of 10T in the
banking industry brings significant security challenges, including potential DDoS attacks. Big data
analytics, as highlighted in recent studies, can quantify and mitigate the financial impact of such
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attacks, providing valuable insights for enhancing loT security measures in banking. Given the above
research, the banking industry can overcome the security and privacy challenges associated with loT
implementation by adopting the following solutions:

1) Focus on research areas; 2) Adherence to standards related to the loT ecosystem in its
implementation by stakeholders and developers, especially banking industry policymakers; 3)
Provide an appropriate security framework and adopt policies to increase the security of
infrastructure and data obtained from the 10T and users' privacy; 4) Use of security mechanisms in
the loT implementation process; 5) Compliance with security standards by loT infrastructure
manufacturers and suppliers. Developers and manufacturers of loT infrastructure can address
security challenges by using loT-converging technologies such as Al, Big Data, computing paradigms,
and Blockchain. With the increasing spread of cyber-attacks and the development of loT applications
in financial and banking services, users' concerns will also increase. Failure to address these
challenges and concerns will result in financial and non-financial damages and losses in the banking
industry and other stakeholders (Bagheri, Zahedian Nezhad, & Panahi, 2023). For this purpose, this
study has considered seven indicators for the security and privacy dimension in the banking industry,
which are shown in Figure 15.

User privacy mechanisms: existence of
authentication in the network using security
mechanisms to distinguish the user from
malware for access to data, such as face
recognition, fingerprints, unique reader

systems, one-time passwords, etc.,

Data integrity mechanisms for
transferring and receiving data
to servers or databases to
distinguish high quality data
from poor quality data,

Availability of unique IPs for
communication networks,
devices and objects

Security

Suitable security and
applications for data privacy Provision of appropriate
protection to respond to dimension security mechanisms in IoT-

malicious attacks by
malware and hackers

based payments.

Access level control Security of networks used in
mechanisms the IoT ecosystem,

Fig. 15. Indicators of security and privacy dimension

5. Findings of the Fuzzy SWARA Method

Based on the results presented in the table (7), the findings show the fuzzy weights for each
dimension of loT readiness in the banking industry, calculated using the fuzzy SWARA method. The
columns represent the fuzzy triangular numbers for each dimension: (representing the upper,
middle, and lower bounds, respectively), followed by the crisp weight, and the ranking of each
dimension.

Table 7
Ranking dimension by Fuzzy SWARA
No. | Dimension Wy W j wij w; ranking
D1 Hard Infrastructure 0.287 0.27 0.245 0.267 1
D2 Soft Infrastructure 0.205 0.2 0.178 0.194 2
D3 Supply Chain Infrastructure | 0.173 0.167 0.145 0.162 3
D4 Organizational Factors 0.111 0.105 0.092 0.103 4
D5 Environmental Factors 0.099 0.089 0.075 0.088 5
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D6 Customers and Training 0.09 0.087 0.07 0.082 6
D7 Security and Privacy 0.065 0.062 0.05 0.059 7

The results of the fuzzy SWARA method reveal the relative importance of various dimensions for
loT readiness in the banking sector, providing a clear hierarchy based on their calculated weights and
rankings. Hard infrastructure emerges as the most critical factor with a weight of 0.267, indicating
that robust physical infrastructure, such as hardware, networks, and communication systems, is
foundational for supporting loT deployment in the banking industry. Following closely, soft
infrastructure holds a weight of 0.194, emphasizing the importance of organizational readiness,
skilled human resources, policies, and internal capabilities that enable the smooth adoption of loT
technologies.

Supply chain infrastructure, with a weight of 0.162, ranks third, highlighting the essential role of
efficient logistical systems and the availability of necessary resources in ensuring successful loT
implementation. Organizational factors, which include internal policies, management support, and
strategic alignment, come fourth with a weight of 0.103. While these factors are important, they are
considered secondary to the infrastructure-related dimensions in ensuring loT readiness.

Environmental factors, such as regulations are ranked fifth with a weight of 0.088, suggesting that
while these external influences affect loT implementation, they are less significant than the internal
infrastructure and organizational aspects. Customers and training, with a weight of 0.082, follow
next, indicating the importance of ensuring customer readiness and providing adequate training
programs, although this dimension is less critical than infrastructure and organizational factors.

Finally, security and privacy are ranked the lowest with a weight of 0.059. While essential for the
integrity and trustworthiness of loT systems, security and privacy concerns are considered less
immediate compared to the need for a strong infrastructure and organizational foundation for loT
adoption.

In conclusion, the findings from the fuzzy SWARA method prioritize hard and soft infrastructure
as the most crucial enablers of 10T readiness, while also highlighting the importance of efficient
supply chain infrastructure and strong organizational factors. Although security and privacy are vital,
they are considered secondary in the early stages of loT implementation. These insights offer
valuable guidance for decision-makers in the banking industry, helping them focus on the most
important dimensions to ensure successful loT integration.

6. Discussion

The loT offers significant benefits for the banking industry, making proper planning essential to
harness its potential at both micro and macro levels. Assessing the readiness of the banking sector
for loT implementation is crucial, involving an evaluation of technical, environmental, and
organizational factors. This study assesses l0T readiness by reviewing scientific literature and
documents, categorizing enablers into seven dimensions, eight components, and 68 indicators.
Validation of the model through a questionnaire revealed that most enablers met the criteria, with
only five indicators not validated. These dimensions include ‘Soft Infrastructure,” ‘Hard
Infrastructure,” ‘Environmental Factors,” ‘Organizational Factors,” ‘Customers and Training,” ‘Supply
Infrastructure,” and ‘Security and Privacy.’

To assess readiness, the banking industry should consider these dimensions. The hard and soft
infrastructure relate to ICT and loT-specific systems, while the environmental dimension covers
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cultural, societal, governmental, and legal factors. The organizational dimension includes internal
components like strategies, management, staff, and finances. The "Customers and Training"
dimension addresses customer skills, training, and revenue. The "Supply Infrastructure" involves
actors and stakeholders in the loT ecosystem, and the "Security and Privacy" dimension deals with
security concerns in banking. Effective loT implementation requires strong ICT infrastructure,
including hardware, software, networks, and data analytics, with critical factors like connected object
adoption, internet quality, bandwidth, and secure networks. Government, service providers, and
startups must collaborate, particularly in developing countries, to enhance ICT infrastructure. The
government should enhance ICT infrastructure and promote competition among mobile operators.
Technical service providers can supply platforms, operating systems, and loT-based banking systems
like POSs and ATMs.

The loT ecosystem requires cooperation across businesses, industries, and stakeholders to
establish business models such as B2C, B2B, B2G, and G2G. Banks must collaborate with governments
and service providers to ensure quality communication and internet services for loT readiness.
Beyond infrastructure, fostering a culture of loT implementation is essential, considering
environmental, organizational, managerial, and societal factors like user trust, interest, literacy, and
age. Banks should assess customers' readiness for 10T services, providing training to enhance their
familiarity and financial capacity. Government policies and legal frameworks are vital for loT
implementation, addressing cooperation, supervision, and loT-based financial service regulations, as
well as privacy protection.

Organizational factors are key to loT implementation. Managers must understand loT's benefits
through research and case studies. Senior managers should be aware of 10T's progress, and training
is necessary for commitment. Important organizational factors include revising loT regulations,
adopting operational standards, and monitoring service providers’ compliance. Clear strategies with
defined goals and timelines, along with skilled teams in various fields, are essential. Employees should
understand loT’s benefits and policies to reduce resistance and guide customer engagement.

Security and privacy are primary challenges in loT, particularly in connected objects,
communication networks, and computing paradigms. To mitigate risks, banks must adopt security
standards and policies within the loT system. Security requires attention to organizational,
managerial, and technical factors. Lastly, managing loT data requires combining loT with big data and
Al, using advanced algorithms to improve decision support systems (DSS), management information
systems (MIS), customer relationship management (CRM), and other systems, creating new business
opportunities in banking.

7. Conclusion and Future Directions

The study highlights the significant potential of IoT in transforming the banking industry by
leveraging its benefits across various dimensions. Proper planning and thorough assessment of loT
readiness, acceptance, and maturity are critical for successful implementation. This research has
identified key enablers across seven dimensions: Soft Infrastructure, Hard Infrastructure,
Environmental Factors, Organizational Factors, Customers and Training, Supply Infrastructure, and
Security and Privacy. These dimensions encompass a range of technical, organizational, and societal
factors that banks must consider. Using the fuzzy SWARA method, the study emphasizes the relative
importance of these dimensions. The findings reveal that Hard Infrastructure (0.267) and Soft
Infrastructure (0.194) are the most critical enablers for 10T readiness in the banking sector. These
factors provide the foundation for loT deployment, with physical infrastructure (hardware, networks,
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communication systems) and organizational readiness (skilled human resources, policies, and
internal capabilities) being paramount. Future research should delve into loT-based banking
businesses, the impact of organizational policies and standards, and the convergence of loT with
technologies like big data and cloud computing. Exploring governance frameworks and digital
transformation models will further aid in overcoming the challenges of loT implementation in the
banking sector. This comprehensive approach will ensure banks are well-equipped to harness the full
potential of loT, driving sustainable growth and innovation.
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